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EXECUTIVE SUMMARY

Unvalidated or unavailable Automatic Dependent SurveillBroadcast (ADSB) and Global
Position Systems (GPS) dapases security and safety risks to automatedréymed Aircraft
Systems (UAS) navigation and to Detect and Avoid (DAA) operations. Erroneous, spoofed,
jammed, or drop outs of GPS data may result icrewedaircraft position and navigation being
incorrect. This may result in a fly away beyond radio control, flight into infrastructure, or flight

into controlled airspace. Er r onelonus ,d astpao onfaeyd ,r

in automated wrewedaircraft being unable to detect and avoid othiaraft or result in detecting

and avoiding illusionary aircraft. For automated DAA, a false ADiack can potentially be used

to corral the uorewedaircraft to fly towards controlled airspace, structures, terrain, and so on.
This research is necessary to enable safe and secure automated small UAS (sUAS) navigation and
DAA operations. Goals for the project include reports and recommendations usdfedral

Aviation Administration (FAA) policy development and UAS standards development. It is
expectedhat this information will be used to better understand the risks and potential mitigations,
and to help the FAA to reassess and refine FAA policy with respect to validation eBARE.

The A44 team has completéte testing analysisanddemonstration ofmitigationsrepors and

has made final recommendatiowhich fulfills Task5 for the A44 ASSURE project.Select
mitigation strategiesand test plansere chosefrom previousrepors. This reportprioritizes the
mitigations in Task 2 for further analysis based on those that show the most promise for reducing
risks while remaining cost effective and impleradie. Thesetest plans were developedtime

Task 3 report The Task 4reportplacel particular emphasis arestingmitigations that gpport

SUAS operations. The use of simulated flight data significant source detest dataisedfor
evaluationFull reports can be found in the appendices of this document.

The integrity of ADSB and GPS navigation systemeretestedio detect threats to the integrity
and/or reliability of the data. These risks incluttepped erroneous, spoofeandjammeddata

from GPS and/or AD®B systems.Several mitigation schemegereflight and simulatiortested
basedon their potential effectiveness in jamming and spoofing conditions. The mitigation
schemedestedare cellular signal navigatignthe Ei ¢ h e | Cellective Détextion (ECD)
method optical flow, and geomagnetic rigation Previous resultindicate thathesehave an
overall high effectiveness rating, while having varying effectiveness in the individual factors
scored.

The UAS anomalies section focused on using Ab@ata sets to identify ADB anomalies that
would result in ceasing operations and identify the scenarios that are most common. The data
analyzed was collected by using flight test operatiotnatersity of Alaska Fairbank$&JAF) as
well as from a unique case study of public use AbD8ata from the Dallas Fort Worth airport.
Additional metrics are recommended for ABBSeception quality and the distance and altitudes
of the ADSB receiver and transmittingrcraft. The DFW caselearlyillustrated tle possibility

of extended loss of ADB signals andhe subsequent need foitigation strategiesFlight tests
were developed to record and utilize nealdoypg Term Evolution (TE)/4G cellular signals to
inform a Global Navigation Satellite Syste(@@®NSS-independent positioning solution from a
UAS-based receiveilhe findingsshowprecise cellular signal positioning approachagestrong
potential for mitigating risk in UAS operations and should be considesegporting navigation

XV



aide. For the spoofing chapter, the ECD method was studied in a simulation environment to
produce preliminary data to assess its effectiveness. The research efforts have shown the viability
andunique capabilitie®f ECD to detect spoofed signals, mitigate the false and true signals, and
recover the true signals. A functional GPS simulation model has been asatedhitial sten
edalishing ECD validity. The evaluation of the capabilities, advantages, and limitations of
optical flow andgeomagnet navigationtechniques were tested using both flight and simulated
data. These algorithms have demonstrated significant potential in improving the accuracy and
robustness of navigation systems.

A significant takeaway from the work completed is timalustry standards bodiegedmitigate

the potential risks with better safeguards and protections from GPS and -BDS
dropout/jamming/spoofing eventdAll the mitigationsinvestigatedshow theability to increase

the safety of sSUAS8perationsyet none areurrently fully vetted or mandated btandards bodies.
While several mitigation schemes weseudies there are more in developmewith new
technologies andontinuedstudiesare needed to fully evaluatieeir potential. This is especially

true for operations that were not investigated includimgll high drone densities managed by
UAS traffic management via UTM, large UAS operations, UAS carrying hazardous cargo, UAS
receiving ATC services, owfure remotely piloted urban air mobility aircraft with passengers
wherethe risks may be larger and new risks may emerge such as disruption to traffic management
operations.
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1. INTRODUCTION AND BACKGROUND

The FAA position communicated tRadio Technical Commission for Aeronauti€peial

Committee 228 isthd AS DAA systems siodulInd waltiad abteef oir D 3

conduct DAA. A risk assessment aedploration of potential solutions is needed to inform

potential policy updates for different types of UAS and operations for both GPS validation an

ADS-B In validation. ®tential risks antbr mitigationsexamplesconsidered at the onset of the

project areas follows:

1 Potential Risk: If GPS data drops out or is jammed, the UAS may not know exactly where it is
|l ocated and may fly away without anyoneds kn
tracked by Air Traffic Control (ATC) radar. Potential mitigations in€udeans to detect
broad area GPS jamming or GPS dropouts. Examples: monitor the known GPS position of a
fixed GPS receivesn a cell phone, ground control station, tower, and other UAS that is on the
ground. Alternatively, have an independent means of deanp navigation and UAS tracking
sufficient to cease operations safely. Examples: Inertial Measurement Unit (IMU) navigation,

UAS beacons (Radio Frequency (RF) or optical), vidiased navigation, rough triangulatjon
or signal direction finding from the ground using Command and Control (C2) Signal to Noise
Ratio (SNR)or timeof flight analysisetc.

1 Potential Riskif GPS signals are spoofed, the UAS may think it is in one location when it is
actuallyat another location. This may result in the UAS crossing airspace boundaries, flying
beyond radio control, sudden climbing to avoid terrain referenced onboard digital terrain
elevation maps, etc. Potential mitigations could include means to detect bro&Pare
spoofing. Examples: monitor the known GPS position of a fixed GPS receiver on a cell phone,
ground control station, tower, or other UAS that is dhe ground. Alternatively, have an
independent means of temporary navigation sufficient to cease operations. Potential examples
may includetemporary IMU navigation, navigan by C2signal strength, UAS beacons (RF
or optical), visiorRbased navigatiorgtc.

1T Potenti al-BRis&:siigAD&l s drop out or are jammeoc
and avoiding other ai r eB QufofPotentialanitigattomsecould r a n s mi
include a means to detect AEBBSdropouts and jammintp cease UAS operations when
jamming is detected. Exampl e: -Bio mOiutt @r stohue c ¢
(potentially easy and lowost). Alternatively, potential mitigations could rely upon detecting
jamminganda means to safely ced38A operations.

1T Potenti al Ri 8Bk :I nAd fsalgnea |l i ABS det dfdche JASist h a't h
automated to avoid collisions with other aircraft, there is the potential for false signals to harass
and corral an automated UAS thereby directeyUASwhere amalicious actor desisdt to
fly (fly into infrastructure, terrain, controlled airspace, etc.). Potential mitigations could include
having a meansB tlonov atlriadcakse dirADdSet ect f al se tr
triangulation or signal direicin finding from the ground usingNR or time of flight analysis.

Have an ability for overriding UAS aBitlonnbat ed
tracks. Cease UAS operations when fé@isBS-B | n 0 tdetectekk s ar e

17



Task4 testing and analystH this effortplaced particular emphasien prioritizing mitigations that
support SUAS operations. Tlesting completed in Taskidcludel the use of simulated flight data
as a significant source of test data for evaluatime full Task 4 report can be found in the
appendices.

This Task5 Final Reportcontainssummaries otesting results and analydisr UAS navigation
anomalies including dropouts and erroneous daRS and ADSB signal spoofingand GPS and
ADS-B signal jamming The UAS anomaliesectionusesADS-B data sets tadentify ADS-B
anomalies that would result seasing operationandidentifies scenariosthat are mostommon.
The cellular navigation section providéee findings and analysis frofight tesing that utilized
nearby LTE/4G cellular signals to inform a GNB8ependent positioning solution from a UAS
based receiver The ECD mehod is usedin the section on signal spoofing a simulation
environmento produce data to assesseféectivenessn identifying spoofing @ well as its ability
to identify the true signaBoth flight and simulationdatato evalude the capabilities, advantages,
and limitations ofoptical flow and Geomagnetic based Navigation (GNAV) technigsased to
evaluate the mitigation strategiessajnaljamming

1.1Task 1 Report Summary

The A44 ASSURE Task 1 Literature Review Reg@qpendix 1)provides a literature review and
metaanalysis that identified the potential safety and security riskelpihg on GPS and AD8

data used for UAS operations. It is divided into three areas of investigsigwal dropouts and
erroneous data, jamming, and spoofing that may result in safety or security risks to UAS operations
that rely on GPS and ADB data. Based on the information gathered, a safety and security risk
assessmerdf potential UAS operations that rely on GPS and AD&ata is presented.

The iisk assessmentgere performedo inform FAA policy decisions and tguide thefollow-on

tasks. The risk assessments presenteid based on the expertise of the research team and the
literature review. It is important to note that the likelihood of malicious acts impacting GPS and
ADS-B have been increasing over time. This is in part due to the forward advancement of available
techhology and the decrease in technology cost over time. The risk assessments presented here use
projected likelihoods basl on current trends and the subject matter expertise of the research team
for the 2025 to 2030 timeframe.

The FAA regulates drone operations to represent and protect the interests of third parties that might
otherwise be negatively impacted by drone operations. Most drone rules and regulations are built
around operators complying with the regulations duripgrations. Therefore, these drone risk
assessments are intended to inform operational approvals and changes to the National Airspace
System(NAS) that would be applied to law abiding drone operators. Another primary purpose of
the drone risk assessmenssto represent third parties that may be adversely harmed by drone
operations. Thi s count e fintetessltr@atmayeas timeshnegled the n e
safety interests of third parties
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A summary of the risk assessments is provided based on the literature review and subject matter
expert discussions. The risk assessments were informed by Order, 8@%06provides additional
information to what is listed in Order 8040.4. The risk assessments were also informed by the Safety
Management System (SMS) Air Traffic Organization (ATO) SMS Manual, and Safety Risk
Management Guidance for System Acquisitialasg with internal risk assessment measures. Order
8040.6 states that for operation®ab e  Abow@ GroundLevel (AGL) inClass G airspace, the

FAA follows the UAS Safety Risk Management policy. Order 8040.6 provides the folloaideg

and risk matrices to be used for drone operationrSlimss G ai rspace bel ow
operations below the ATO Facility Map Altitudes.
Minimal Minor Major Hazardous Catastrophic
5 4 3 2 1
Megligible safety — Physical — Physical distress | Multiple serious Multiple fatalities
effect discomfort to or injuries to injuries; fatal injury | (or fatality to all on
persons persons to a relatively board) usually with
— Slight damage to |- Substantial small number of the loss of aircraft/
aircraftivehicle damage to persons (one or vehicle
aircraft/vehicle | twe); or a hull less
without fatalities

" Excludes vehicles. crew. and particinants of commercial space fliaht.
Figurel. FAA Order 8040.6 Severity Definitions.

ForFigurel,Order 8040.6 Severity Definitions, it is often interpreted that the severity that is of most
interest is the severity experienced by people and systems external to the drone and its remote pilot.
This includes people on the ground, people in other &irdamage to other aircraft, and so forth.

Quantitative — Time/Calendar-based Occurrences

Qualitative

Domain-wide/System=-wide

Frequent

A Expected to occur routinaly

Expected to occur more than 100 times per year (or
more than approximately 10 times a month)

Probable

B Expected to occur often

Expected to occur between 10 and 100 times per
year (or approximately 1-10 times a month)

Remote
c

Expected to occur infrequently

Expected to occur one time every 1 month to 1 year

Extremely
Remote
D

Expected to occur rarely

Expected to occur one time every 1 to 10 years

Extremely
Improbable
E

Unlikely to occur, but not impossible

Expected to cccur less than one time every 10 years

Figure2. FAA Order 8040.6 Likelihood definitions for general aviation operations for small

aircraft and rotorcraft.



Severity
MNinimal Ninor Major Hazadous Catactrophic
S 4 3 2 )
Ukelihosd
Fnc:nm [YeuOW'l
R [Yellow] | [Yellow]
o [vellow] | [Yellow]
g [Yellow]
1] Yehew!
Extreme!
mprcosci [veliow]
* HIeh Ris< win Sngle
Poirt andoe Common
Cause Falures

Figure3. Order 8040.6 risk matrix for general aviation operations for small aircraft and rotorcraft.

The FAA ATO SMS manual provides guidelines to assess the severity and likelihood of identified
ri sks under the domain of the FAA ATO. cassThi s
G airspace, operations above the ATO Facility Map Altitudes, and operations in all other airspace.
For flight operations, the research team used the SMS severity classifications for UAS shown in

Figure4. In addition to these severity classificatipadditional security classifications for security
risksweredeveloped, as shown Figureb.
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Severity Classifications for Unmanned Aircraft Systems

Minimal Minor Major Hazardous Catastrophic
Effect On 5 4 3 2 1
v Conditions resulting in any one of the following:
Unmanned  Discomfort to those on Low Risk Analysis Event Medium Risk Analysis Event High Risk Analysis Event A collision with a
Aircraft the ground severity, two or fewer severity, three indicators fail severity, four indicators fail manned aircraft
) . indicators fail o - ' .
Systems Loss of separation leading . Non-serious injury to more Incapacitation to Unmanned Fatality or fatal injury to
to a Measure of Compliance Non-serious injury to three or  than three people on Aircraft System crew persons other than the
g:seateerrc ;I:tm or equal to fewer people on the ground the ground Proximity of lss than 500 ngn:::‘n:i awcraft
o A reduced ability of the feet to a manned aircraft ¥
crew to cope with adverse B g
» Serious injury to persons
operating conditions to the

other than the Unmanned

xtent that th Id b X
R el WOt Aircraft System crew

a significant reduction in
safety margins

Manned aircraft making

an evasive maneuver, but
proximity from Unmanned
Aircraft remains greater than
500 feet

Figure4. Severity Classifications of flight operations for Unmanned Aircraft Systems from the Safety
Management System ATO SMS Manual.

The SMS qualitative likelihoothde used for both flight operations and security threats under the
domain of the FAA ATO is shown iRigure4.

’ . . . Note: This table only applies if the proposed NAS change or existing safety
Likelihood Table — Qualitative issue affects all ATO operations in a particular air traffic domain. Therefore, it
cannot be used for site-specific changes or issues.

Operations: Expected Occurrence Rate
(Calendar-based)

Qualitative (Domain-wide: NAS-wide, Terminal, or En Route)

o Frequent Equal to or more than once per week

e Probable Less than once per week and equal to or more than once per three months
O Remote Less than once per three months and equal to or more than once per three years
o Extremely Remote Less than once per three years and equal to or more than once per 30 years
e Extremely Improbable Less than once per 30 years

Figure5. Qualitative Likelihood Table for Unmanned Aircraft Systems from the Safety Management
System ATO SMS Manual.

As noted inFigureb, of the ATO SMS Manual and in

Figure2 of Order 8040.6, the FAA likelihood criteria only applies to proposed NAS wide changes
that affect all similar operations in a particular air traffic domain. FAA likelitabés are intended
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to assess the safety of wide scale changes and new types of operations applied across the NAS. For
a given severity assignment, the associated likelitealdess refer to all events across all similar drone
operations throughout the NAS. The FAA likelihdatles are not for a single drone and its specific
operation. For example, there is a large difference between the likelihood of a specific drone and its
operation experiencing a certain severity rating eviergeyears and the likelihood of any drone
throughout the entire NAS that is operating in a similar manner experiencing the same severity rating
everythreeyears. Using these definitions, the risk matrix and associated classifications under the
domain of the FAA ATO are shown Figure®6.

Risk Matrix and Classification

High
Unacceptable Risk Severity p
* Must be mitigated to a Medium or Low Likelihood . i .
risk prior to implementation v Mm;mal MI:OI’ M.;]or Hazazrdcus Ca(a:il‘rophlc
« Predicted residual risk must be monitored until verified
« Recorded in the ATO SMTS Frequent A ™M
+ Need to get AOV to approve mitigation
Medium Probable B M

Minimum Acceptable Risk
« May be (but safety reqs are
recommended to increase the safety margin)

Remote C

« Predicted residual risk must be monitored until verified

Extremely

+ Recorded in the ATO SMTS Remote 2
. Low R Extremely
Acceptable Risk (without restriction or limitation) Improbable

* May be (but safety req ts are
recommended to increase the safety margin)

« Predicted residual risk must be monitored until verified

« Recorded in the ATO SMTS

*Risk is high when there is a single point or common cause failure

Figure6. Risk Assessment and Classifications for Unmanned Aircraft Systems from the Safety Management
System ATO SMS Manual.

In order to use the likelihoadhes, the risk assessment assumes a-203b timeframe. It assumes
that there are many tens of thousandB®fond Visual Line Of SightBVLOS) drone operations
throughout the NAS over rural areas, over urban areas, and near airports.

Many drones receive GPS signals for navigation. This risk assessment ekd#mein@tential
severity and likelihood of outcomes for drone operations where GPS is the sole means of navigating
BVLOS. Risk assessmeniscludel events traced to GPS dropouts and erroneous GPS signals
derived from normalicious causes. In addition, this risk assessraksat examine the risks of
cyberattacks that jam or spoof GPS signals used for drone navigation.

This risk assessmeatsoinvestigate the potential severity and likelihood of outcomes for drone
operations wher eB tlhredo da s nteh as ssecsl € AnbeSans of det e
AADB Out o. This risk assessment assumeat dhat
and that the drone does not have additional surveillance capabilities to detect approaching aircraft.
The purpose of this risk assessment is to focus on potential risks that may occur under these
theoretical assuptions and conditions. The risk assessment can then be leveraged when considering
future changes to the NAS to enable wider drone operations.

By focusing only on the avoi d®38®ute Dheothek ass
will also inform DAA standards and DAA architectures that intend to operate MABeas it exists
22



today. A concern that has been expressed by the small UAS DAA industry is that the cost and
complexities of independent validation of AEBBSmessages can be high and overly burdensome. By
focusing the risk assessment only on interactions between the drone ari8l éqipped aircraft,

this risk assessment also infathose discussions.

The six major categories of ADB and GPS data safety and securitysiakeADS-B Dropouts and
Erroneous Data, GPS Dropouts and Erroneous Data,-B\D&8mming, GPS Jamming, AEE
Spoofing, and GPS Spoofivghich are broken into smaller operation typdaurther definition of

the Risk Assessment is required to provide a clear and informative overview, the mission operation
types are broken into four classifications: Part 107 Operations, BVLOS over rural Bveé&3S
Operations over Urban Areas, and BVLOSmpiens Near Airports i€lass B, Class C, or Class D
airspace or airports which have Facility Map Altitude limitations. For BVLOS operations near
airports, the drone operation under evaluation is intended to remain under the facility map altitudes
and the risk assessment will@alsonsider events that may result in the drone crossing facility map
altitudes in addition to other risks. For each category, the severity and likelihood probability and
associated referenceg&represented.

Part 107 Operations will serve as the base reference. BVLOS operations over rural areas is the next
category as it is crucial for many UAS operations and is of great importance to the UAS community.
BVLOS operations over urban areas represent a unicgeedge to signal interruptions and other
artifacts along with the density of humans and infrastructure. BVLOS operations near airports
operations represent another unique situation due to the air traffic density and potential impacts to
commercial airlingraffic.

The team used a qualitative approach to risk assessment as there is a void in litexegard tcan
appropriate quantitative scale. The risk levels are chosen by the ASSURE subject matter experts
involved in this project in all the categories reviewed. They are based on an extensive literature
reviewof the topics and use the mostiagpdate and comprehensive studies that are available

Tablel is a summary of the risk levels for teix classes anébur classificationgor future sUAS
operations in dale format to illustrate continuum of risk levels in the various combinatsns
assessetly the subject matter expertsor highUAS densities, large UAS operations, UAth
hazardous cargo, UAS receiving ATC services, or future urban air mobility aircraft, the risks may be
larger and new risks may emerge such as disruption to traffic management operations.

Tablel. Summary of the risk levels for the 6 classes and 4 classificdtiohgure sUASoperations

Risk Part 107 Rural Urban Near
BVLOS BVLOS Airport
BVLOS
ADS-B Dropout LOW MEDIUM MEDIUM

GPS Dropout LOW MEDIUM
ADS-B Signal Jamming LOW LOW

MEDIUM

23



GPS Signal Jamming LOW LOW MED/HIGH
ADS-B Signal Spoofing LOW MEDIUM MED/HIGH
GPS Signal Spoofing LOW MED/HIGH | MED/HIGH

From this analysis it is evident that the only low risk situations occur with operations in the Part 107
conditions. This was expected due to the nature of Part 107 and the current operability allowed by
the FAA. In the medium risk category, most of the conditions are either in th®8¥r urban area
conditions. This is also expected since in both cases thefadAdlemonstrated the authority to
deviate from certain regulations in the form o
operations or exemptions to certain regulations per 14R2RRL1to allow operations in these areas.

The waiver and potentially other situations may be mitigated using additional processes, procedures,
and technology to reduce the risk to a lower atad#plevel. The highisk category contains only

urban and near airport operations. These aresslt in highrisk operations and significant
mitigation schemes are needed to reduce the risk to antaidedpvel.

1.2 Task 2Report Summary

In the ASSURE A44 Task 2 Rep@Appendix 2) the Risk Management of Mitigation Sehes were
addressedThe mitigation strategies identified were evaluated using an assessment tool to provide a
metric to the overall effectiveness. The assessment meseciassessd the overall effectiveness

of mitigation schemes. Five thing&reevaluated to quantify the overall score to rank the proposed
methods. These factors are:

1.) Cost
2.) Technical Readiness
3.) Ease of Implementation/Use

4.) Size, Weight, and Power (SWaP)

5.) Impact
Each factornasr anked with a numerical score from 1 to
Abest o in each category. A detailed guide f
effectiveness of the implementation of the mitigation scheme on a small UASefdie, the factors
are the added i mpact digurattolmhe Astandarddé operat.

Cost Rankings
1- Cost over $1000
2- Cost between $500 to $1000
3- Cost between $250 to $500
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4-
5-

Cost between $100 to $250
Cost under $100

Technical Readiness

Concept phase

Initial prototype testing underway
Prototype testing completed
Experimental version available

Commercially available

Ease of Implementation/Use

Extensive modifications/training required
Major modifications/training required
Moderatemodifications/training required
Minor modifications/training required

Minimal modifications/training required

Size, Weight, and Power (SWapP

Weight greater than 1 kg or power greater than 1 kW

Weight between 100 g to 1 kg and/or power between 100 W to 1 kW
Weight between 10 g to 100 g and/or power between 10 W to 100 W
Weight between 1 g to 10 g and/or power between 1 W to 10 W
Weight less than 1 g and power less than 1 W

No impact
Little impact
Moderate impact

Major impact
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5- Extensive impact

The cumulative score of the ranked factors generatealue that is indicative to the overall
effectiveness. Each factor in the total score has an equal weighting and the sum of all ranking
produceghe overall score. A scoring breakdown is color coded to outstanding, high, medium, or
low value to indicate the overall effectiveness as showrabie12.

Table2. Potential mitigation effectiveness scoring system

Score Effectiveness
10-15 Medium
15-20 High
20-25 Outstanding

The scoring system provides a numerical score to aid in overall effectiveness, however this score is
to be used for a guide &d in identifying mitigation strategies with high effectiveness in the current
state of development. Some mitigation strategies may have great potential but are early in their
development. These strategies, while perha@baat score high at this time, may have the potential

to have a great impact with further development.

This Identification of Potential Mitigations report fulfills Task 2 for the A44 ASSURE project.
Examination of recorded ABB data was conducted to expose potential risks and provide guidance

on mitigation schemes. The examination reveals dropouts amdadies that occur in flight
operations. Based on the risk assessments in Task 1, the performer conducted a survey of market
solutions to mitigate loss of GPS and loss of AB8ata as well as a survey of market solutions to
mitigate unvalidated GPS andvalidated ADSB In data. The market surveys include estimated
costs, ease of implementation, and a preliminary assessment of the effectiveness of market solutions
to mitigate the various risks identified in Task 1.

The integrity of navigation systems, such as AB8nd GPS, was analyzed to detect threats. These
risks include erroneous, spoofed, jammed, and dropped data from GPS-& #i3fms. Bcorded

ABS-B data was examined to expose potential risks and provide guidance on mitigation schemes. It
reveakd dropouts and anomalies that occur during flight operatidngo primary data set types

were used in this study: GPS data from the Dallas Fort Worth Airport and data from the OpenSky
Network. The results are inmimative and provide realborld assessment of GPS and ABS
navigation data. Thereby providing knowledge of how often and for how long dropouts and other
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erroneous data are occurring. The type of machine learning algorithms and the associated settings
that process the data more efficiently and effectivedyestudied.

Several mitigation schemes were evaluated for their effectiveness in jamming and spoofing
conditions. The mitigation schemes evaluated were optical flow, geomagnetic navigation, cellular
signal navigation, WIFI navigation, alCD methodThe findings arsummarized imable3.

Table3. Summary of the GPS and AEESrisk mitigation methods.

Mitigations Scheme Condition Assessment Score| Effectiveness
Al Path Prediction Drop Outs 13 Medium
Optical Flow Jamming 16 High
Geomagnetic Navigation Jamming 14 Medium
Cellular Signal Navigation Jamming 15 High
W-Fi Navigation Jamming 12 Medium
ECD Spoofing 16 High

The study of these five systenmslicatesthat most have an overall high effectiveness rating, while
having varying effectiveness in each of the five factors scored. It should be noted that additional
mitigation strategies were briefly reviewed but were not of sufficient interest by the t@actutte

in the full evaluation.

1.3Task 3Report Summary

The ASSURE A44 Task Blanning the Testing and Demonstration of MitigatiBaport(Appendix
3) prioritizes the mitigations in Task 2 for further analysis based on thitis¢he most promise for
reducing risks while remaining cost effective and impleiage. It placel particular emphasis on
prioritizing mitigations that support SUAS operations thatetestedn Task 4. The use of simulated
flight data is included as a significant source of test data for evaluation.

The report contaid a test plan for UAS navigation anomalies including dropouts and erroneous
data, GPS and ADB signal jamming, and GPS and AIBSsignal spoofing. The UAS anomalies
chapter focused on using AEEBdata sets to identify AD8 anomalies that would result ie@sing
operations and to identify the scenarios that are most common. With this data the use of hybrid
machine learning modelsasexplored. For the jamming chapter, the evaluation of the capabilities,
advantages, and limitations ofPAV and GNAV techniques as tested using both flight and
simulated data. In addition, a tesis developed to record and utilize nearby LTE/4G cellular signals

to inform a GNSSndependent positioning solution from a UASsed receiver. For the spoofing
chapter, the ECD methadasused in a simulation environmentproducepreliminarydata to assess

its effectiveness in a challenging scenario.
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1.4Task 4 Report Summary

The Task 4 report contaed summaries of the testing and demonstration of mitigations of UAS
navigation anomalies including dropouts and erroneous data, GPS anB aiD&al jamming, and

GPS and ADSB signal spoofing. The UAS anomalies section focused on usingB\B&a sets to
identify ADS-B anomalies that would result in ceasing operations and identify the scenarios that are
most common. The data analyzed was collected by using flight test operations at UAF as well as
from a unique case study of publise ADSB data from the Dallas Fort Worth airport where ADS

B data was unavailable for an extended length of time over a large area. Additional metrics are
recommended for ADS reception quality and the distance and altitudes of the-BD&:eiver and
transmitting aircraft should be tracked. The DFW case illustrated that extended loss -& ADS
signals may occur, and mitigation strategies are critical for aerospace Skfietyamming section
includedflight teststhat were developed to record and wdinearby LTE/4AG cellular signals to
inform a GNSSindependent positioning solution from a UASsed receiver. Based on the findings
from the cellular navigation study, precise cellular signal positiomipgroaches show strong
potential for mitigating risk in UAS operations and should be further considered as a supporting or
backup navigation source in the case of GNSS signal dropout or jamming. For the spoofing chapter,
the ECD method was studied in a siation environment to produce preliminary data to assess its
effectiveness. The research efforts have shown the viability and power of ECD to do three things that
other countermeasure technologies cannotldtect spoofed signals in four or more falseltte
transmitters, mitigate the false and true signals, and recover the true signals. A functional GPS
simulation modelwas created byEmbry Riddle Aeronautical UniversityfeRAU) which needs
furthermodificationto explicitly prove the ECD validityTheresearcherteel theyare on the verge

of a huge success in terms of ECD as a countermeasure to reduce the potentiallk logh
catastrophic effects of spoofing and jmenming of GNSS/GPS/AD8 navigation signals in air,

land, and sea scenaridsastly, the evaluation of the capabilities, advantages, and limitations of
optical flow and GNAV techniques were tested using both flight and simulated data. These
algorithms demonstrated significant potential in improving the accuracy and robustness of navigation
systems. Several challenges and limitations persist and serve as a icaladadbr further research

in these areas.

The A44 team Task 4 report on the testing and demonstration of mitigations reportgpiodelpth
studies of several navigational mitigation techniques and events that help better inform the FAA and
standards bodies detailed information to create appropriate regulations and operational guidelines.

2. UAS NAVIGATIONAL ANOMALIES 1 DROPOUTS AND ERRONEOUS

DATA TESTING AND DEMONSTRATION OF MITIGATIONS

Dropouts and erroneous data in GPS and ADfata haveevere impacts on navigational awareness
and detect and avoidperations. A typical ADSB is designed to broadcast an update once per
second. ADSB Dropout is referred to the discontinuation of an update within one s€tabdssum

2017) (Sahawneh et al. 201%5emke et al. 2017(jTabassum and Semke 2018)formal definition

for dropout of GPS data is not identified in scholarly literature but for the purposes of this analysis,
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any circumstance that makes it conducive for GPS data to be degraded (poor or intermittent
reception) or denied (unavailability of data for definite periods of time) can be classified as a factor
contributing to dropped GPS d4&ilvagni et al. 2017; Goforth and Lucey 2019)this section, the
various factors that affect the dropout, particularly those related to the environment, system, and
cyberattacks will be investigated.

2.1 ADS-B Dropouts

Authors in(Tabassum 2017have conducted four experimental studies to investigate the effect of
airborne factors on the dropout frequency. These faiciciglealtitude, range, heading and position.

In their first study, four different flight levels were chosen; in the first region, the altitude was less

than 4000 feet; in the second one, the altitude was between 4000 and 8000 feet; the altitude in region
threewas ranging between 18000 and 12000 feet; ar
18000 feetThe reported expament results showed that the dropout frequency was high in the first,

third, and forth regions while low in the second region; concluding that flying in an altitude ef 4000

8000 feet was the optimal altitude in terms for reducing the-BD&ssage dropourhis hypothesis

has been proved in another stugdyli, Ochieng, and Zainudin 2017%yhere the authors found a

positive correlation between the aircraft flight level and the AAD8essage update rate as this latter
increases when the flight | evel i ncreases. Ba:
range and aircraft headjrdo not have a significant impact on the dropout frequency. Conversely,
authors(Ali, Ochieng, and Zainudin 201 Have found out that the aircraft range, which represents

the distance between the aircraft position and the -BD8essage received station using ellipsoid
distance formula, has an influence on the updating rate as it increases when the flight altitude
increases. The fourth experiment indicated that some positions may increase the dropout frequency
with longer duration, especially in dense traffic areas, such as terminals.

Authors in(Ali, Ochieng, and Zainudin 201 have conducted an experimental study for analyzing

the performance of AD8 message broadcast rate from aircraft to the /AAD@ound station in
London Maneuvering Area. Specifically, a correlation analysis has been conducted to determine the
actualeffecof f |l i ght 6s phase on the dr opo-Bimessageas ed
updating performance is poor during the cruising phase at higher levels ranging between 30,000 and
40,000 feet, and relatively high performance during the climbing ameéigshases. Thus, the phase

of flight has an impact on the AR message updating rate, which may be dukdsmall distance
between ADSB antenna mounting on the aircraft and the ground station location.

There are other potential external factors that impact the BDfessage updating rate. For instance,
interference with radio frequencies or electromagnetic fields can impact theBAD8ssage
updating rate. In dense trafficeasaircraft signal interference likely to causeADS-B signal loss.
Authors in(Arteaga et al. 2018)ave found out that signal drop out may also occur during RF line
of-sight terrain obstruction and aircraft maneuvers. Additionally, heavy electronic system and
distance measuring equipment located near the ground receiver may create electromagnetic
interferencg Tabassum 2017{Ali et al. 2014) Path loss is another phenomenon where the signal
power decreases as the distance between the transmitter and receiver ii€edlassam 2017)

The ADSB signal can also be affected by distance leading to dropout.
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In addition to some environmental related causes, such as multipath, interference, and path loss, the
Cyclic RedundancyChecks (CRC) is another potential cause that effects the-B\D&ssage
updating rate. CRC is a mechanism used by A8 check the accuracy of the received message

and any message with bit error is discarded at recefiaimssum 2017)Sucha mechanismvould

increase the dropout frequency at the ground receiver level if faulty data has been accidently injected
into the message.

In the same study conducted (#li, Ochieng, and Zainudin 201,7a correlation has been found
between the aircraft model and the ABSnessage updating rate as the reported results indicated
that an A319 provides the optimal performance with 87.35% of the message update rate within 2s,
followed by an A321 with 82.32%nd a B777200 with 80.55%, then a B744 with 72.24%. This
performance degradation was due to the different avionic use models including GPS, transponder,
andFlight Management Systeri1S). Another experimental studpyd Ali et al. 2016}iscussed

the potential effect of avionic types (i.e., GPS model) on the-BD&ssage updating rate. The GPS
latitude and longitude were provided every 4s for The B#AY Rockwell Collins GLU920 MMR,

and 2s for the B76300 using Honeywell Mercury Carhjuipped EGPWC MKV (system causes).
Other ADSB OUT avionic failure mode that could lead to dropout has been lis(éd et al. 2014)

The GPS receiver malfunctioning would result in the loss of situational awareness of the aircraft.
Since this information is not provided to the ABSthe data is not transmitted to other aircraft.
Altimeter malfunctioning failure could prevent AEESemitters from receiving altitude data. Failure

of connection between navigation source and transponder may cause lossBfpdBional data.
Undakle sensitivity of the ground sensor may cause disruption in theB\BD®ssage update. Failure

of ADS-B grourd station power supply may cause unexpected loss ofBd&ta. Failure of data

links between the ADSB ground station and controller working position may cause abrupt loss of
ADS-B data. In addition, there are several ABSN failure that could cause dvout (Ali et al.

2014) For instance, the ADB IN receiving antenna malfunction may cause sudden loss ofBADS
data to ADSB IN application. Also, the failure of ADB IN receiver on the aircraft may result in a
sudden loss of ADB data affecting ADSB IN application.

The relevant operating status information shared by aircraft make them potential targets for attackers.
Cyberattacks have a significant impact on the AD#&essage updating rate and could lead to
message dropouts or even a deofaservice situation. Jamng is considered one of these main
cyberattacks. In a typical jamming attack, the jammer bombards the communication channel with
random data to disturb or even prevent other legitimate users from using the available channel. It is
considered a potentiahiteat to all wireless communication networks. With AHES systems
particularly, jamming may be classified into ground station flood denial attacks and aircraft flood
denial attacks(Riahi Manesh and Kaabouch 201Although both attack types interrupt the
surveillance network by disrupting and blocking communication channels, the first is easier to
conduct as the jammer can get closer to its target, the ground station, and send a low power jamming
signal. On the aatrary, the second attack type requires forging a verypaylered jamming signal

to reach the targeted aircraft.
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2.2 GPSDropouts
Depending on the environment a UAS is operating in, it can experience missing or low confidence

(degraded) GPS data due to enclosed spaces, remote areas with poor signal reception, objects that
obstruct received signal path, mystath reflection, or poosatellite positioningKigure 7). Some

research also suggests that riverine ambiences (water bodies) also affect the quality of the signal
received by the UASSobers, Chowdhary, and Johnson 2009)

Navigation may be degraded due to factors such as interference, signal blockage, or poor signal
reception. One way to mitigate degraded navigation is through visual odometry. External reference
points that serve as markers can also help in localizingethiele and to help the UAV to navigate
autonomously. For instance, Nahangi et(Blahangi et al. 20183how the feasibility of fiducial
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Figure7. Categorization for causes of dropped and erroneous GPS data.
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C amid
coordinate frame. Once the onboard hardware computes the 3D translational and rotational vectors,
the computed locationgecompared to hardcoded ground truth locations that are identified by a

lonospheric scintillation is another cause for GPS receivers on UAVSs to be unable to lock onto signals
provided by the satellite. This is a broadlgfined term for any disturbances experienced by the
electromagnetic waves propagating from the satellitbeaionospheréKintner, Ledvina, and De
Paula 2007)This effect is observed particularly when the ionosphere (which starts at about 46 miles
above sea level and is part of the thermosphere) experiencamifmmity due to magnetic

disturbances such as those caused by solar winds. This leads to @ situak n 0 w n

where GPS receivers are unable to lock onto a satellite signal.

as

Al

0Ss

Obstructions from buildings, trees, vehicles, and other infrastructure (particularly in urban areas) lead
to degraded or unavailability of GPS data though its effect might be temporary. This might be less
of an issue for SUAS operations that are abovefd@@hich is higher than most structures) but for
requirements under this threshold, there might be a temporary drop in GR&elateEgziabher
and Taylor 2012)A related but distinct consequence of obstructions is multipath reflections which
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lead to multiple wave fronts received by the GPS receiver. If the multipath reflections are too dense,
the GPS receiver will be unable to detect the transmitted data and this can cause periods of
intermittent data receptiqiisaacs et al. 2014)

According to(GPS.GOV 2021)the position of the satellite directly affects tpgality of service
(QoS)of relayed GPS data to the user segment such as sUAS. This is because a mintinneen of
satellites are required to determine the position of a usdiQumgatellites are ideal to have a precise
determination for the GPS receiver. Though the deployed GPS satellites orbit the earth twice a day
(two 12hour periods), not all locations have sufficient accuracy to effectively operate UAS.

For all these causes, itbés important to ident.
the factor causing the dropout. For instance, recaiver clock correction can be used to increase

the accuracy of the data provided by GPS satellithich are subject to clock errofSigure 8
categorizes the most common elements in a localization solution based on hardware and software.

RGB-D STEREO MONOCULAR! TNS/AIR REUHETES L
SPEED METER LATERATION
mmg
m TELEMETRY

B
MITIGATION SOLUTIONS

Figure 8. Mitigation solutions for GPS denied environments (Ling 2020)

In order to reconstruct the GPS data payload in such situations where there is a loss of lock, an
integratednertial Navigation SysteniNS)/GPS solution with a correction mechanism such as the
Kalman Filter(Kissai and Smith 201%gan help in localizing the SUAS. In onboard systems that lack
such a correction mechanism, dead reckoning (which is the use of previously calpotatien,
navigation, and timinglata to predict current and future parameters) can be a reasonable option; it
mustbe noted, however, that integration drift in the INS can cause errors in each calculated step to
be cumulative and can ultimately produce data that is highly deviant from the ground truth.
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Figure9. FAA specified operating altitudes for UAVs based on classes (Federal Aviation
Administration 2018).

Table4 shows a comparison of the mitigation tactics and their reliance on GPS data as a secondary
AAppl i cati
respective mitigation tactic was designed to work in. Outdoor and lirajgaication types can
potentially work when the UAS experiences GPS dropout due to the factors lisigdre9. i GP S
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maximum takeoff weight. Micro UAVs have rotspans under 0.49 ft, altitude under 108 liove
GroundLevel (AGL), and a takeff weight under 0.22 Ibs. Miniature UAVs have rotor spans under

2.6 ft, altitude under 500 ft AGL, and a takeoff weight under 6.6 Ibs., and the small tactical UAV has

a rotor span of 6.2 ft, and a maximum takeoff weight betweé&nsS&2bs.

Table4. Current mitigation methods based on sUAS vehicle types.

Mitigation Application GPS Vehicle Operating
. l Altitude | References
Tactic Type Reliance Type* (0
Laser SLAM,
visualodometry, Indoor Medium | Miniature Hexarotor - (Bietal,
and sensor 2019)
fusion
Dual laser
scanners, IMU, . (F. Wang
Robust and Indoor Low Miniature Quadrotor - et al. 2014)
Precise Tracking
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Google Maps, . - (Shan et al.
HOG, OP/PF Outdoor High Miniature Quadrotor| < 265 2015)
Homography
using IMU,
monocular Indoor/Outdoor Low Miniature Quadrotor - (Zg%cig)t al.
camera,
compass, EKF
Robust and
Precise Tracking
control law for - (Cui et al.
stalility, laser Outdoor Low Miniature Quadrotor - 2016)
odometry, graph
SLAM
GPS/IMU, .
monocular and Outdoor High Smal! Tactical - (Andert et
Helicopter al. 2014)
stereo cameras
Relative (\;\lllh;(ejfcr))et
Navigation (RN) Miniature -
Indoor/Outdoor Low - (Horri and
frontend and Hexacopter
lobal backend Palmer
g 2013)
Radio SLAM (Morales
using Signals of Outdoor Low Miniature Quadrotor - and Kassag
Opportunity 2021)
Relatlv_e V_|sual (Couturier
Localization Micro-Miniature and
using IMU and Outdoor Low <500 ,
monocular Quadrotor Akhloufi
2020)
camera

*Based on the classification criteria by Cai e{@hi, Dias, and Seneviratne 2014)

When considering systenelated factors that can contribute to GPS dropout data, it is imperative to
first discuss the types of wireless technologies used in a UAS. The performance of the GPS can be
affected by available wireless communication links wittlie UAS (onboard sensors/subsystems)

and external to the UAS environment (ground station). For example, while the processor inside UAS
needs to rely on wireless links for seamless data transport among IMUs and other sensors, there may
be advanced scenasi where additional positional information may be required from external UAS
environment (ground station) during GPS dropout conditions. In the latter scenario, GPS information
needs to be uplinked back to the UAS with updated positional informationtdhegdo Lagkas and
colleaguegLagkas et al. 2018}echnologies such as Zigbee, WiFi 802.11 a/b/g/n, LoRa, and LTE
(4G) can be categorized into wireless personal area network, wireless local area netwookydéow
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wide-area network, and cellular mediums respectively and are the most common technologies used
for communication in UASperations Before further discussion on the importance of quality of
service in UAS communication, it might help to categorize the subsystems of a UAS depending on
their primary functions. Similar to a classification framework for motor vehicles and based on a
U A \s@nboard sensors such as laser, elagitizal, IMU, etc. that gather precise dataldized

or automated control of theAY which are forms of UA piloting, and a wireless link between the
UAV operator and the UAV that makes piloting possible, it can be said that a UAS operates in the
sensing, communication, and control categories respectively and based on a framewonktheed fo
automotive industryEl-Rewini et al. 202Q)shown in Figure 10. The primary focus will ben the
communication layer that handles a full duplex communication, implements technologies mentioned
earlier to make wireless communication possible, and-i&r communication (in the special case

of UAV swarms).

SENSING LAYER

CAMERAS IMU/INS GNSS METEOROLIGICAL
(PAYLOAD) (TELEMETRY) (LOCATION) (AMBIENCE)

COMMUNICATION LAYER

UPLINK/DOWNLINK WIFI/LORA/ZIGBEE INTER-UAV COMMS
(DATA FLOW) (TECHNOLOGIES) (SWARMS)

CONTROL LAYER

MOTOR/ESC CONTROL AUTOPILOT
(ACTUATORS) (COMMAND SINK)

Figure 10. Operating framework for a UAS.

Communication link errors can be controlled if the topology of the UAS network can be identified
and implemented before deployment. For instance, it is stated by Gupta a(@ujztan Jain, and
Vaszkun 2016)hat star networks have higher latency and delays in transmission because the distance
between the downlink distances (distance between the node and the GCS) for each UAV in the system
is greater than the int&fAV distance. As the GCS handles all the conmication data from each

node in the star network, every node in the UAV will not have reliable data if the GCS experiences
downtime (Hentati and Fourati 2020)However, both these networks are still susceptible to
communication link failures/errors (contributing to dropped GPS data) due to factors such as
interference and mobility. One mitigation strategy to regain a functional link is through self
organizatiorof the UAVSs in the swarm but there are other considerations that can be investigated.
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Considering multUAV systems such as those in swarms, much deliberatiost go into the
application, topology, unit mobility, network cgu r at i o n and the dynami
movements. Gupta and Jg@upta, Jain, and Vaszkun 201€ate that mesh networks are more
reliable and offer better performance in terms of data links as each node is interconnected and has
more than one direct link to communicate the data it receive§dtomercial Off The ShelfJOTS
components, design considerations such as the data rate required for the application is a crucial
characteristic that needs to be deliberated as it is usually specified by the manufacturer. It is
encouraged for UAS to work with a range of data rates digpgon channel (trangssion medium)
conditions. Additionally, parameters that are affected by the channel suchMsltihBnput Multi-

Output (MIMO) antenna¢Matolak 2015) antenna directivity (power of radio signal in a specified
direction), antenna altitude, antenna polarization (matching polarization between the receiving and
transmitting antennae promises optimal power transfer), and antenna beamwidth (signal coverage)
(H. Wang et al. 2018)ill ensure that the inetable negative effects of environmental factors stated

in the previous section can be minimized and while being resefficeent. More recently, a radio
access technique called nonorthogonal multiple accessSaibessiventerferenceCancellation

(SIC) (Yuanwei Liu et al. 2019; Higuchi and Benjebbour 20&&) be considered to mitigate the
effects of interference and degraded communication links. However, there are inherent challenges in
implementing some of these solutions like MIMO for UAS. For instance, directional mmWave
communications utilize MIMO tectology but due to the highly dynamic and mobile nature of
UAVSs, it will be challenging to achieve synchronized transmitter and receiver beam alidderemnt

Zhang, and Lim 2016)

The navigation framework on which GPS is based, the GNSS, is susceptible tattgties that can
contribute to GPS data that is dropped or migégdand Ly 2021) Yagdereli and colleagues
(Yajdereli, Gemgsit,at@and hAktark 2G615ossible for
communications between control system componen
such cases include the selective availability anti spoofing module which is a GPS security
architecture that provides GPS receivers the ability to encrypt and decrypt received(Bigrgam

and Air Force Program 201 Military code (M-code) encryption or Mode GPS user equipment, a
sensor fusion approach called receiver autonomous integrity monitoring, and GPS receivers that can
track multiple stat@wned satellite constellations such as GPS, GLONASS, Beidou, or Gals
receivers in all these cases could be used in ground instruments, weapons systems, or UAVSs.
Commercial uses, however, require lowst but efficient solutions to counter cyber threats.
Although the GCS and the UAV are vulnerable to attacks suchaasn-the-middle (Ly and Ly

2021) Denial of ServiceDoS) (Gudla, Rana, and Sung 2018gylogging(Hartmann and Steup

2013) spoofing, malware, etc., it has been identified that GPS spoofing followed by GPS jamming
are the two most common cybattacks identified with lesser research on deauthentication, malware,
and keylogging attackt.eela Krishna and Murphy 2018)

Before listing the attacks that contribute to dropped, degraded, or denied GPS data, it might be helpful
to describe which aspect of tl@nfidentiality, Integrity, andAvailability (CIA) triad thatthe
primary concern (dropped GPS dat a) maps to. A
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and reliable access to and wuse of information
access to or use of i nf o (Nateonal lostitutecof Staadardsiandf o r m.
Technology (NIST) 2004)By this definition, it can be said that the availability of a system is
compromised when it experiences dropped, degraded, or denied GPS data. Keeping this is mind, the
two key points of focus when identifying cybattacks that cause dropped amderroneous GPS

data will be to identify cyber threats that primarily compromise the availability (unavailable data
when they are required) and integrity (data that are modified/destroyed) respectively though they
might also compromise the confidentialitf/tbe data.

Cyber Attack Types for GPS Dropout and
Erroneous Data

Man-in-the-Middle Denial-of-Service
(MitM) (DoS)

False Data Injection

Malware (FDI)

Spoofing

Deauthentication

Figure 11. Cyberattacks that compromise the availability and integrity of UAV GPS data.

As stated by Haque and Chowdhi¥fidal and Choo 2018pne way to classify the attack surfaces
is by categorizing attack vectors three distinct groups that can be used to attack the UAV: hardware,
wireless, and sensor spoofing.

Though there are variations to jamming attacks, they work on the underlying premise that legitimate
GPS signals can be overshadowed by an external malicioususgegitardware that emits a high

power signal that overpowers the legitimate signal. Jamming attacks can pave the way for other
attacks such as spoofing so the attacker can trick the UAV into localizing itself with false coordinates
(Sedjelmaci, Senouci, and Ansari 2017)

Similarly, a malicious agent can identify a
significantly degrade the quality of data sent to the GCS. This is known as-&dsgid DoS attack

that can be carried out due to software flaws or the lack gfeprpacket filtering mechanisms
(Vasconcelos et al. 201@nd crucial data received by the UAV (such as GPS frames) no longer
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retains their quality when they are forwarded to the main operator. DoS attacks can also be the
ultimate goal before other attacks such as mahvased exploitations are carried ¢Gtarg et al.
2019)

Malware for UAVs can be packaged as exploits that can act as a proxy to listen in on-tbenisber
communication onboard UAVs (GPS, IMU, magnetometer, etc.) based on open ports and forward
falsified data or drop traffic altogether when communicating Wie GCYSung et al. 2020; Shashok
2017) It can also be deployed at the GCS level to modify critical software discreetly and passively
record sensitive information or take complete control of the sydter®u, and Lin 2020and the
possibility of this attack to eventually led to the completely unavailability of the system (DoS) is
consideredGarg et al. 2019)

2.3 Alaska Data Analysis

As part of the University of Alaska, Fairbanks contribution to the A44 efforts, a device to record
ADSB broadcasts and timestamp them was required. This was accomplished using a Raspberry Pi
3B+, a FlightAware ProStick+ ADSB receiver, a Sparkfun NB@GN GPS breakout board, and a
custom power and data breakout board. The Raspberry Pi was operated as the primary system
controller, with the FlightAware ProStick+ connected via USB, and the GPS module connected via
UART.

Dump-1090 was used to run the ProStick+, which outputs the collected information on a variety of
Telnet ports. A shell script was used to connect to the telnet ports on the device, which then logged
the data to a CSV file. As part of the requirementsdtta needed to be timestamped accurately,
which was made difficult due to how the raspberry pi handles its time synchronization. The
Raspberry Pi has no Real Time Clock module to maintain its internal time during power off, so it
assumes that no time hassped between shutdown and startup. Since it gets its tirte \Weetwork

Time Protoco[NTP), updating the time to the correct time is difficult, so the GPS module was added
to map the local time on the raspberry pCmordinatedJniversalTime (UTC).

The GPS module is a breakout board ofuBéox NEO-M9N produced by SparkFun. A time offset
was provided by the device. A python script was written to simultaneously collect the local time of
the Pi and the UTC time from the GPS at startup.
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Figure12. ADS-B Logger Payload

The payload was designed to be mounted on the top of one of an Aurelia X6 hexacopter and was
powered using the adjiadle voltage regulator from the main power bus of the aircratft.

Three flights were conducted across the Wakpus, one at Cornerstone Plaza, one in the Nenana
Parking Lot across from the Student Recreation Center, and one in the front Akasofu Parkiag Lot
shown inFigure 13.

p N (\

/J\(;. rerstone Rlazal

Figure13. ADS-B Flight Locations
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The Cornerstone Plaza location was chosen since it was the closest available location to an urban
environment. It is the highest density location on campus, with closely spaced buildings and a large
amount of foot traffic. It is also located approximatetyder the approach path for Runway 20 of
Fairbanks International Airport. The Nenana lot location was chosen because it is near the foot of a
large hill, potentially blocking signals. Finally, the Akasofu location was chosen as it is also near
large buildngs, as well as powerful RF emitters and has a clear view of the Fairbanks International
Airport. During the flights, the drone would ascend to 400 ft, in 100 ftincrements, spending 5 minutes
at each altitude.

To estimat the aircraft transmissiorrate fromthe eceptionrate an outlier removalmethodology
was usedor estimating the actual ADB message transmission rate of a given aircraft for the
collected ADSB. The outlier removal algorithm was used to filter the time interval between
consecutive ADSB messages to estimate the ABSnessage transmission rate of each flight in the
data set. Literature reported transmission rates ar@@dsmledin Tabde 5 to serve as an upper limit
for reception rate.

Since the recorded flights were for arbitrary aircraft entering the monitored region, it is difficult to
edalish what the actual time interval between the transmission of consecutiveBAD&sages

(i.e., the ideal reception rate in the case of zero lost messages) is for a particular flight as there is no
control data set with which to compare. However, as geupnit for reception rat&,alde 5 provides

reported ADSB message transmission rates for different typesassage6 i The 1090 MHz Ri
n.d.)and an estimate for the cumulative message frequency (8.1 Hz or 0.123 s/msg) for airborne
aircraft, which was used as a benchmark when comparing the collected data. For example, a reported
transmission rate of 8 Hz and an observed reception rate of dggests 50% message loss at the
receiver. Transmission rates were used for this benchmarking purpose since, in the ideal case of zero
dropouts or lost messages, the transmission and reception rates would be equal. Therefore, the
transmission rate provides upper limit for the reception rate (or lower limit for analyzing time
intervals between received messages).

Tale 5. Reported transmission Rates of different AB#essages. Transmission rate provides an upper
limit for reception rate, and transmission time interval provides a lower limit for reception time interval.

Transmission Rate (Hz) Time Interval (s)
Message Ground Airborne Ground Airborne
Aircraft ID 0.1-0.2 0.2 5-10 5
Surface Position 0.2-2 - 0.55 -
Airborne Position - 2 - 0.5
Airborne Velocity - - 0.5
Target States & Status - 0.8 - 1.25
Aircraft Status
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No TCAS RA & Squawlchange 0.2 0.2

Change in TCAS RA or Squawk 1.25 1.25 0.8 0.8
Operational Status

No NIC/NAC/SIL change 0.2-0.4 0.4 2.55 2.5
Change in NIC/NAC/SIL 0.2-1.25 1.25 0.85 0.8
Cumulative Estimate 8.1 0.123

Additionally, the timeinterval between message reception may be influenced by atmospheric
interference, physical obstruction, or limitations of receiver capabilities. Therefore, this analysis aims

to estimate the meaime interval between AD8 message transmission statistically for each flight

from the messages received. This estimate is here referred to as the filtereithmaeaterval and

has an associated upper bound. Time intervals greater than the upper bound are considered outliers
and are not included in the calcudatifor the filtered meatime interval.

ADS-B messages from a total of 48 aircraft were captured during data collection. Of these flights,
some did not contain location data and others did not contain enough messages for reliable statistical
analysis. Therefore, analysis was performed onlyighti records that contained location data and

that had at least 100 messages. These criteria were met by 34 of the 48 total aircraft detected, which
are shown irFigure 14. However, some of these aircraft flew multiple trips during the collection
period. To avoid mixing data from grounded and airborne aircraft which have different transmission
rates (se@alle 5), individual trips were split into separate flight records and onHjight data was
analyzed. After separating the data by individual flights and removing the data corresponding to
grounded aircraft, 45 flight records (from 29 aircraft) met the abategiarof 1) containing location

data, and 2) having at least 100 messages. Analysis results for these flights are shahensin

where the filtered mean time interval (all outliers removed before averaging) provides an estimate
for the transmission rate of the aircraft. For most flights analyzed, the filter mean time interval is
within 0.1 s of the estimated transmission rate #28.s/msg, which suggests that outlier filtering

may be a valid method for estimating transmission rate from reception rate, however actual
transmission rate data for individual aircraft would be needed to verify this. The ability to accurately
compute trasmission rate from reception rate would enable aircraft (and ground stations) to compute
an estimate for the rate of message loss in neatinezl
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Figure 14. Trajectories for 34 aircraft visualized.

OpenSueetMap contribuions

Table 6. Statistical analysis for 45 flights (from 29 aircraft) that contained sufficient data.

Flight

Aircraft

Flight Filtered | Upper Bound| Max Type ICAO-
Number Time Mean Time| of RMSE | Altitude trip#
(H:M:S) | Interval (s) Filter (s) (Ft)
1 Boeing747- | 0:14:14 0.447 1.083 33025 large 847183
8KZF
2 BEECH 0:36:14 0.193 0.591 21075 large A0376E
1900C
Cessna 208 0:09:41 0.2 0.603 4800 medium | AO081E2
4 Cessna 208F 0:02:45 0.211 0.636 1900 military A08570
C20
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5 Boeing 737 | 0:06:54 0.582 1.325 41000 large A35CFE
852 (SF)(W)
6 Bombardier | 0:08:27 0 0.001 1725 large A381FE1
CL-600
2B16
Challenger
605
7 Bombardier | 0:13:08 0 0.001 2525 large A381FE2
CL-600
2B16
Challenger
605
8 PIPER PA 0:16:31 0.12 0.275 6800 small A4FB481
31-350
9 PIPERPA- 0:00:57 0.161 0.355 800 small AAFB48-2
31-350
10 Cessna 2088 0:11:18 0.195 0.599 7750 medium | A57B33
11 PIPER PA 0:36:02 0 0.001 4350 small A68F081
28-180
12 PIPER PA 0:02:23 0.18 0.546 1825 small AB68F082
28-180
13 Boeing 737¢ | 0:10:25 0.583 1.296 36700 large AB6C311
890 (W)
14 No data 0:16:28 0.078 0.187 35000 | unknown | A71A72
15 Boeing 737¢ | 0:19:26 0.137 0.321 25900 large A71D34
890 (W)
16 PIPER PA 0:01:54 0.247 0.559 5900 small A7BAAF-
31-350 1
17 PIPER PA 0:11:34 0.16 0.361 5800 small A7BAAF-
31-350 2
18 PIPER PA 0:07:23 0.115 0.272 7600 small A7BAAF-
31-350 3
19 Cessna 182F 1:15:12 0 0.001 4900 medium | A82FB6-1
20 Cessna 182F 0:14:14 0.193 0.587 1850 medium | A82FB6-2
21 Cessna 0:11:14 0 0.001 3825 small A83AA7
T182T
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22 EMBRAER | 0:21:34 0.149 0.344 36000 large A88467
ERJ175LR
(170-200LR)
23 FOKKER 0:14:52 0.091 0.218 19000 large A967A3
F.27MK 500
24 Cessna 208 0:23:39 0.213 0.624 10750 large A98F54
25 Pilatus PG | 0:34:04 0.197 0.456 24000 | medium | AA01B2
12/47
26 Cessn208B | 0:32:55 0.197 0.606 6075 large AA1B94-1
27 Cessna 208 0:00:03 0.167 0.582 650 large | AA1B94-2
28 Cessna 208F 0:06:31 0 0.001 6050 large AA1B94-3
29 Cessna 208 0:14:21 0.183 0.56 7700 large AA46CA
30 DOUGLAS | 0:06:21 0.193 0.606 2500 large AA8919-1
DC-6A
31 DOUGLAS | 0:11:10 0 0 3825 large AA8919-2
DC-6A
32 Cessna 2088 0:16:47 0.21 0.608 8800 large AB76BC
33 Dehavilland | 0:20:24 0.132 0.312 18800 large AC3FA9
DHC-8-102
34 Cessna 208 0:10:08 0.191 0.588 5125 medium | ADOAE4
35 BoeingC- 1:38:08 0.119 0.282 23200 | military AE0679
17A
Globemaster
I
36 Beech C12F | 0:41:24 0.002 0.004 25025 | military AEQ75C
37 No data 0:06:28 0.41 0.987 700 unknown | AESALE-
1
38 No data 0:05:11 0.191 0.454 1550 | unknown | AES5ALE-
2
39 No data 0:20:55 0.186 0.444 1525 | unknown | AES5A1E-
3
40 No data 0:03:31 0.098 0.233 750 unknown | AE5ALE-
4
41 No data 0:01:08 0.116 0.279 675 unknown | AE5A1E-
5
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42 No data 0:02:09 0.118 0.281 700 unknown | AE5A1E-
6
43 No data 0:01:09 0.177 0.421 675 unknown | AE5A1E-
7
44 No data 0:38:12 0.102 0.243 1600 unknown | AE5A1E-
8
45 Sikorsky 0:31:58 0.243 0.578 3600 military | AE5CAB
UH-60M
Blackhawk

Figure 15 shows boxplots for the flight times, filtered mean time intervals, and upper bounds listed,

where the mean values are calculated across all 45 flights. Averaging across all flights gives a mean

filtered time interval of 0.2 s and an upper bound of 0.4neséage gaps longer than this are

considered outliers and suggest message loss). Given the lack of experimental transmission rate data

(per aircraft) which could be used to calibrdtealgorithm, the estimate of 0.2 s/msg is surprisingly
close to the 0.123 s/msg benchmark calculated from the reportedADESsage transmission rates.

However, as shown ihale 6 andFigure 15, the filtered mean time interval is highly dependent on
the aircraft, and it is unknown if this holds true for the true transmission rate.
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Figure 15. Statistical analysis of flight time filtered mean time interval, and upper bound across all

flights.

2.3.1Effect of Aircraft Altitude on ADS -B Reception Rate

Figure 16 shows boxplots of the time intervals between received messages (unfiltered) binned by

maximum flight altitude where the average value across all data points is reported. The range of each

bin is 1,000 Ft and is labeled by the maximum value for that bine¥ample, the bin labeled 2000
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data has been removed from the bin with the 1|«
reception rate appears to be largely independent of altitude. For most of the altitude bins, the average
time interval is near 0.5 s corresponding to a ngessaception rate of 2 Hz which suggests roughly

75% message loss when compared to the 8.1 Hz transmission rate benchmark.
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Figure 16. Time intervals binned by maximum flight altitude in 1,000 Ft bins. Bins are labeled by maximum
value.

2.3.2Effect of Aircraft Size on ADS-B Reception Rate

Bins for aircraft size were determined by weight as reportdalie 7. Since some ICAO numbers

did not correspond to any aircraft type, an
analyzing dropout instances and duration by ai
separately since military aircraft mayn off their ADSB transceiver.
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Table 7. Classification of aircraft by size.

Size Category | Weight

small < 12.5k Ibs

medium > 12.5k Ibs and < 41k Ibs
large > 41k Ibs

A dropout was considered any time interval between consecutiveBAD8ssages exceeding 10 s.
Dropout instances are reported as the average number of dropouts per hour and arefSigaven in

17 for the selected aircraft size categories. This data shows a trend with larger aircraft having more
instances of dropout; however, this difference is not statistically significant.
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Figure 17. Effect of the aircraft size on the average number of dropouts per hour for 45 flights.

Dropout duration was calculated as the time interval between consecutive messages for each time
interval > 10 s. Average dropout duration was calculated over a given flight (tGg¥) and is

reported inFigure 18 for the different aircraft size categories. The data displayEdyure 18 shows

that individual dropouts can persist for a letimge interval, with the maximum exceeding 1000 s (15
min) for the fAmilitaryo category. However, dr
aircraft (all bi ns dkelhdue to militaaymplan@aopdrating withquttheir wh i ¢
ADS-B transceiver turned on. No significant correlation was observed between the average dropout
duration of different size categories (large, medium, small).
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Figure 18. Effect of the aircraft size on the average dropout duration.

Meantime intervals were also analyzed with respect to aircraft sizes. This quantity differs from
average dropout duration in that an average of all time intervals is taken for each aircraft size bin,
whereas for dropout duration, only time intervals > 10 srmtaded in the averagEigure19 shows

the effect of aircraft size on mean time interval, for time intervals between consecutiv® ADS
messages of any type (T _msg) anBllocationmmessagest er v e
(T _l oc) . No cl ear t r #imedntewwa for difdbestaircrafesttesf or t he
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Figure 19. Aircraft size vs Mean time interval between messages.

2.3.3Effect of Distance from Receiver on ADSB Reception Rate

The effect of the distance of the aircraft from the WA8unted receiver on dropout and mean time
interval was also analyzed. Since a time interval is taken between two consecutiBmiA&sSages,

the distance category was assigned according to the awdisigace from the receiver for the
consecutive messages. Four equally sized distance bins were constructed between the minimum and
maximum distances from the receiver in the AB%lata set. As with the aircraft size analysis
(Section 23.2), a dropout was considered any time interval between consecutiveBAD&sages
exceeding 10 s. Dropout instances are reported as the average number of dropouts per hour and are
shown inFigure 20 for each of the distance bins. This data suggests that the aircraft closest to the
receiver exhibit the highest frequency of dropouts. Note that this is not due to the large quantity of
grounded aircraft at the nearby Fairbanks airport, since all grouladadhave been removed.
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Figure 20. Effect of the distance (km) from the receiver on the average number of dropouts per hour.

As with the aircraft size analysis (SectioB.2), dropout duration was calculated as the time interval
between consecutive messages for each time interval > 10 s. Average dropout duration was calculated
over a given flight (ICAGrip#) and is reported irrigure 21 for the different distance bins.
Surprisingly, dropout duration tends to decrease with increased distance from the receiver, however
this may result from the receiver only registering-daray aircraft that have a higjuality
transmitter. Note that themger durations in the shortest distance category (< 85.7 km) are not due

to grounded nearby aircraft since all grounded data has been removed.

50



— Median
7 N 1 ] ‘ Mean

- . o ] ]

Average Duration of
Dropouts (sec)
0 1000 2000 3000 4000
i
i
1
i

313.0
ri | A165.4 i B38 2 ] $18.2

= B5.7 = 170.1 = 254.5 = 338.9

Distance from Receiver (km)

Figure21. Effect of the distance (km) from receiver on the average dropout duration.

Meantime intervals were also analyzed relative to distance from the receiver. This quantity differs
from average dropout duration in that an average of all time intervals is taken for each distance and
aircraft size bin, whereas for dropout duration, only timervals > 10 s are included in the average.
Figure22 shows the effect of receiver distance on the rigaa interval for time intervals between
consecutve AD8B messages of any type (T_msg) and ti
B | ocati on mes s a gtene interegallof botlo location nlessagesrarddotal messages
increases (frequency decreases) with increasing distance from the receiver, suggesting that more
messages are lost as the aircraft moves further away. However, this does not result in increased
dropout frequency or duration (s€eure 20 andFigure 21) when defining dropout as a > 10 s gap
between messages. This suggests that dropout by itself is not a comprehensive metric for evaluating
signal quality, and new metrics such as message loss rate may be more descriptive.
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Figure22. Distance from Receiver vs metame interval between messages.

2.3.4 AlaskaADS-B Dropout AnalysisConclusiors

For airborne aircraft, a cumulative estimate for message transmission rate of 8.1 Hz (0.123 msg/s)
(Tade 5) was generated by summing the transmission rates of each individual message type (i.e.,
each row in the airborne transmission rate categoryaife 5). This estimate incorporates rates of

all message types of airborne aircraft (aircraft 1D, airborne position, airborne velocity, target
states/status, and aircraft and operational status messages). This cumulative message transmission
rate is used as ampper bound for the cumulative reception rate since these rates would be equal in
the ideal case of zero lost messages. When comparing the reception data to this ideal t&al ADS
message frequency of 8.1 Hz (0.123 msg/s), message loss appears to mnadoegurence, given

that the filtered mean time interval of 0.2 msdfgre 15) for all flights analyzed is nearly twice

that of the estimate for transmission (0.123 msg/s). Also, looking only at dropout frequency and
duration Figure 20 and Figure 21) did not reveal the effect of receivieansmitter distance on
message reception rat€idure 22). Therefore, metrics other than dropout may be needed to
comprehensively characterize AlBSreception quality, such as an estimated percentage of lost
messages in reference to the expected rate of 8.1 Hz. This conclusion is supported by the observation
that greater distances between the receiver and transmitting aircraft result in increased mean time
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intervals but not increased occurrences of dropouts, suggesting that dropout alone may not be an
adequate metric.

2.4DFW Detailed Analysis

The ADSB is a feature on aircraft that broadcasts its state parameters periodically. Automatic
references the fact that transmission happens without the need for operator intervention, and
Dependent indicates that the AIBSlepends on other air data syssdike altimeters and GNSS like

the GPSWu, Shang, and Guo 2020; Syd Ali et al. 20tt6pbtain the information that it transmits.
Surveillance Broadcast indicates that the state parameters is a broadcast and is available to anyone
with receiving equipment. This allows pilots and ATC to have a similar airspace picture and helps
improve ftuational awareness.

The message types and the information transmitted by theBA&® outlined inrale 8.

Tale 8. Message type and information transmitted by the ADSB.

Message Type Information Transmitted

Identification Callsign, Wake Vortex Category

Airborne Position | Position, Altitude

Surface Position | Position, speed, and track angle

Airborne Velocity | Vertical rate, GNSS anBaroaltitude difference, Ground Speed, Air Speed

Operational Status| Airborne status message, Surface status message, Capacity class, Opg
mode, ADSB version number, NIC supplementA, Navigational accurac
categoryi position, Source integrity level, Horizontal reference direction,
supplement

The ADSB version 2 also broadcasts the following parameters (in the operational status messages)
to indicate the accuracy or quality of the transmitted positional information.

1. Navigation Integrity Category (NIC): NIC is an indicator of the accuracy of the transmitted
position. The higher the value of NIC, the greater the positional accuracy and vicd \ier§ah e
1090MHz Ri.dI€ Is&ansmittedds part of the AEBBSmessage and has values between 0

and 11. NIC values are related to the containment radius of the aircraft position. For example, a NIC
value of 11 has a containment radius of about 7.5 meters, while a NIC o& Tdthags of 37.04 KM.
Further, a NIC value of O indicates a complete loss of tracking the containment radius of the aircraft
position. Thus, FAA recommends an intermediate agreement of NIC greater than 7 for GPS accuracy
tracking.(Garcia n.d.)

2. NIC replaced the Navigational Uncertainty Category parameter in Version 1 eBADS
3. Navigation Accuracy Category (NAC): It is another metric that could be seen as a complementary
indicator of NIC and can be used to determine the horizontal and vertical bounds of the position.
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4. Surveillance Integrity Level (SIL): Probability estimation of measurements exceeding the
containment radius.

In this study of the DFWGPS interference event that occurred in October of 20€2was chosen
as a primary parameter to understand patterns that could be typical of such events.

The data set used for analysis is from the OpenSky nefwérkc h e Op e n S krge ADSBt wo r k
and Mode S Dat a . ThedabkRevwne queriedninotemparatly. sinaller chunks of
about four hours to obtain data from 20 00 00 Oct 17th, 2022, to 23 59 59 October 18th, 2022, 40
Nautical Miles (NM) around DFW airport. The dataset contains 5,747,931 data points and about
2,559 unique airaft.

Figure 23 is a Geo scatter plot showing every data point where the NIC has dropped below 7. The
visualization is intended to give a holistic view of the entire dataset.

Sherman NIC
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Figure 23. Location of datapoints with NIC less than 7.

2.4.1 DFWEvent by Altitude

It is common to find points with low NIC values at lower altitudes. This is because obstructions like
trees or higfrise buildings or mountains can obscure a portion of the sky, denying the GPS receiver
from being able to view the intended constellatiosatkllites intended to get a good position fix.
However, this is not the case with airborne aircraft. Given their altitude and larger horizon, they
would easily get more satellites than what is expected to get a proper positibigudre 24 is a
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violin plot with altitude in the yaxis and NIC values in the-Xxis, indicates there are many data
points from about 9,000 to 15,000 m altitude whose NIC has dropped to O.
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Figure24. NIC by Altitude.

2.4.2 DFWEvent by Change in NIC

Theanalysis also revealed that when the NIC drops to 0 and recovers, the most typical pattern is a
drop from 9 to 0 and a recovery from 0 to 9. This occurs a total of 559 times in the entire dataset.
Figure 25 is a bar chart with the count on theayis and the change category on thaxis that
visualizes the number of times a given change occurs.
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Figure 25. Count ofchange in NIC per category.

2.4.3 DFWEvent by Aircraft Heading

Aircraft were analyzed by heading, and it was found that a drop in NIC of 7 or below was experienced by
aircraft heading souttvesterly and southern directidrigure 27 andFigure 26 are polar bar charts where

the bars represent the count of aircraft. These plots indicate that though the count of aircraft heading in various
directions is similar, a higher number of aircraft experienced a drop in NIC when heading in the south and
southwesterly direction.

Figure26. NIC By Aircraft Heading.
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Figure27. All NIC by Direction.

2.4.4 DFWEvent by Areas of NIC Drop

The areas around DFW airport were analyzed using a hexagonal scheme to find paths taken by
aircraftthat experienced a drop in NIC. It was found fieigure28is thata GeeHexa plotenhances
thevisualization ofthis. The color of the hexagons indicates the count of unique aircraft per hexagon.
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The darker the color indicates more aircrafhe majority of the aircraft that experienced a drop in
NIC were approaching from the north or northeastern direction.

Count of ICAO IDs per Hexagon around DFW
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Figure28. GeaHexagon plot of count of aircraft.

2.4.5 DFWEvent Conclusiors
Thus, through this use case, NIC is a reliable criterion for tracking GPS dropout rates or presence of
interference. Further specific conclusions are as follows:

1 For this use cas@jrcraftwith altitude ranging as high asi9k3k meters were affected by
GPS interference.

1 The most typical change in NIC was found to be from 9 to 0 and recovery back to 9, followed
by 6 to 0 and back 6 and 6 to 0 and back to 9. Further research is warranted to determine the
exact cause. Some of the possible reasons for NIC values to go laicktarcould be: 1.
Intentional jamming/spoofing, 2. Unknown reasons, 3. Environmental/atmospheric
interference 4. Interaction with nearby transceivers or satellite constellations affecting the
ADS-B/GPS signal quality.

1 Interms of heading, it was found that most of the aircraft that experienced a drop in NIC were
heading in the southern ssuthwestern direction.

1 By location, it was observed thtte majority of the aircraft that experienced a drop were
around thenortheasteriside of DFW.
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2.5 Software Basedorrection as a Potential Mitigation Approach

Although dropouts and erroneous data in GPS/AD&e rare and often intermittent, it is important

to integrate robust softwafeased solutions for better situational awareness in national airspace
irrespective of whether commercial or UAS environmefiiso key solutions to mitigate such
dropout conditions for precise navigatiare recommended) Imputation models for estimating
missed data points for guidance on possible latitude/longitude estimation and 2) trajectory planning
for future time periods durg noravailability of GPS conditions.

The goal of this section of the project is to investigate the -BD8etadata from an opesource

sensor network and use a machine learning framework to impute missing data points for GPS/ADS
B such as position, direction, etc. This section first revievea@ work for imputation and then
presents the dataset collection and features. Next, it covers the machine learning methods that will
be used for this project. Lastly, the experimental secsiovhere data analysis was carried out and

the correspondingesults are presented.

2.5.1Dataset Collection

The data from the OpenSky Netwdqrki T h e Op e n S krge ANIBtanddMode S Data for

Re s e ar cwere downlodded using a python script. The information was arranged by day and
hour in each parquet file, which is a columnar storage file format optimized fdatagorocessing.

The downloaded data was then organized by day and hour in individuaéptles.Theresearchers
analyzed data collected from February 19 to 27, 2022, and which contained six flights that resulted
in a total of approximately 60,100 data poinfahbe 9 illustrates the features column used in this
study and the corresponding sample data format of aircraft recorded in the OpetaGkyeda

Tabe 9. Dataset Description of the OpenSky Dataset

Field Name Field Purpose Sample pata
Format View
time The U_nlx (epoch) timestamp tha_lt OpenSky ABS 1479957078
Receivers recorded when an aircraft was nearby.
icao24 The 24bit ICAO transponder ID to track aircrafts. 780db8
lat Last known latitude of the aircraft in decintigrees. | 118.59931
lon Last known longitude of the aircraft in decimal degreq 22.916793
geacaltitude The actual height of aircraft above sea level in meterf  8839.2
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2.5.2Dataset Preprocessing

Preprocessing data aims to transform kata into a more usable and effective format that taldei

for subsequent processing steps. In this scenario, each flight was divided into individual trips as a
part of the prgrocessing step. To define the trips, a threshold limit of 15 minutes was chosen, as the
data obtained had challenges in accuratelyngjgishing between dropouts due to ABSeceivers

being turned off for shorter durations. The segmented trips for each flight were then saved as a
separate parquet data file. These parquet diesa¢ontaining the individual trips of each flight, were

used as input data to train ML models.

2.5.3 Imputation Methods

Figure29provides an overview of the ML framework utilized for imputing AB%nd GPS dropout

data. In this frameworkPySpark, which is a Python API for Apache Spark, was employed for
processing the feature columns. The percentage of missing values was introduced at different rates
ranging from 10%, 20%, and 30% at random and continuous intervals. The missing valuesnvere t
imputed using ML algorithms. After the values are derived using ML algorithmsate&yrwarded

to the validation section, which evaluates the performance of each ML algorithm Meeggy
AbsoluteError (MAE) andRoot MeanSquareError (RMSE) metrics

Iterative Imputation With Machine
Learning Algorithms

Random
Forest
Regression

Ada Boost
Regression

Bayesian
Ridge

Time

K-NN

Pre-processing fra Tree Imputer

ICAO24 Introduce Regression

J\Z Missing Data
Points
Latitude PySpark (Random / l
Continous; 10%,

20%, 30%) Imputed Result

Longitude

Geoaltitude

Evaluation Metrics

MAE RMSE

Figure 29. Overview of ML framework for Imputing Missing Data for ABBSand GPS Dropout.

A detailed description of each of the imputation methods applied in this study can be found below.
The Bayesian Ridge Regressor (BRR), Random Forest Regressor (RFR), AdaBoost Regressor
(ABR), Extremely Randomized Trees Extra Trees Regress(ETR), and kNearest Neighbors

(KNN) Regressor are a few of the regression methods employed.
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1 Bayesian Ridge Regression (BRRan estimator that uses a probability distribution technique
to predict the target and uses L2 normalization to reducdetssquares incorporating
regularization elemergt.iu et al. n.d.)

1 Random Forest Regression (RE&a supervised ML that uses an ensemble approach to predict
the target variable by combining the predictions from multiple decision trees rather than using a
single decision tre@Feng, Grana, and Balling 2021)

T Adaptive Boosting or Adaboost Regressor (ABR)n estimator, which is a boosting algorithm
where only the misclassified data points are iterated each time, and average weights are
calculated to make predictiofgang et al. 2021)

1 Extremely Randomized Trees or Exinees Regressor (ETR) an ensemble approach where
the collection of decision trees is constructed for random subsets of features. The decision rules
are selected based on randomly drawn thresholds for each feature, and predictions are calculated
as the mean prediction ovéiettreegLee et al. 2022)

T k-NN Regressocalculates the difference between the target to the other values and estimates the
value by interpolating based on thg@&rametefZhang et al. 2018)

2.54 Imputation Results

Researchemandomly imputed the data, ranging from 10% to 30%, and applied various ML models
with different hyperparameters as listedTiable 10. Hyperparameters fatifferent ML models The
performance of these models was assessed using the MAE and RMSE metrics, which are defined in
equations (1) and (2) respectively.

-1 %-B 9@ Js (1)

2-3% -B @ O )

The results indicate that, regardless of the missing rates, Bayesian imputation did not significantly
affect the metrics as the number of iterations grew. On the other hand, RFR produced better results,
as the missing rate increases, but did not outperkdihh Regressarsince itgathers nearest points

and imputes the resuRigure 30, Figure31, and Figure32 present a comparison of MAE scores for
randomly imputed data from 10% to 30% for latitude, longitude, andéaljiode. The MAE scores

are computed using various machine learning algorithms, including Bayesian Ridge, Random Forest,
AdaBoost, and Extra Teg as shown in subplots (a), (c), and (e), and for KNN (distance and uniform)

in subplots (b), (d), and (f) respectively.

Tale 10. Hyperparameters falifferent ML models

Imputation Methods Hyperparameters
Name Value
BRR - -
RFR, ABR, ETR n_estimators (10, 50, 100)
kNN Regressor n_neighbors
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Figure 30. Comparison of MAE score for 10% randomly imputed data for latitude, longitude, and geo
altitude (a), (c), (e), using Bayesian Ridge, Random Forest, AdaBoost, and Extra Tree; and (b), (d), (f) using
k-NN (distance and uniform).
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(e) ®
Figure 31. Comparison of MAE score for 20% randomly imputed data for latitude, longitude, and geo
altitude (a), (c), (e) using Bayesian Ridge, Random Forest, AdaBoost, and Extra Tree; and (b), (d), (f) using
k-NN (distance and uniform)
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Figure 32. Comparison of MAE score for 30% randomly imputed data for latitude, longitude, and geo
altitude (a), (c), (e) using Bayesian Ridge, Random Forest, AdaBoost, and Extra Tree; (b), (d), kP using
NN (distance and uniform).

2.5.5 Imputation Conclusiorns and Future Work

This work explored the potential use of ML algorithms for imputing missing data points for ADS
B/GPS obtained from the Open Sky Network. In this study, five ML modBlayesian Ridge,
Random Forest, AdaBoost, Extra Tree Regressor, and Wii¢ used. The experiments were
conducted by introducing various missing ratios eBB0%6 for aircraft attributes (latitude, longitude
and geealtitude) and evaluated using the MAE/RMSE metrics. The results showed that KNN was
the most robust model for nsimg data imputation while still achieving reliable predictions emen

the worstcase scenario of 30% missed data points.

Overall, the use of ML techniques for imputing missing data points in flight trajectuagthe
potential to improve the accuracy of flight tracking and avoid collisions during GPSBADS
interference. For future workhe teantrecommendthat authors test for scalability conditions using
large data sets in a higlerformance computing environment containing GPU nodes to validate flight
patterns in realime.

2.6 Trajectory Prediction

With the introduction of NextGen, the FAA mandated the AB&quirement for surveillance and
improved situational awareness for commeraiatraft Dropouts and erroneous data seem to be a
prevalent issue of the ADB system especially during GPS interference events. As a mitigation
strategy for this dropout issutlie researchengropose a simple, ngmarametricnachine learning
algorithm that uses an optimal window size to predict the position of the aircraft csex@d
horizon.Throughthis workthere is anmproved ability to predict aircraft trajectoriesAlthoughthe
trajectory planning scenario considered is for commercial aircrafts, the methods proposed are
deployable and applicable to UAS environments during interference scenarios.

Most of the currentwork that focuses on the prediction of aircraft trajeceegmdo take a neural
networkbased approach that involves very complex and large modelsdikelutional neural
networks,(Long ShortTerm Memory LSTM) networks and a combination of the two. However,
none of theresearchhas applied simpler noiparametric models towards the prediction of
trajectories. Using the previously mentioned DiWérference dataseheintert isto create a model
using a simpler neparametric methd. The main reason for the selection of a-parametric model

is that parametric model makes strong assumptions about the data being used to train the machine
learning model like normality of data. Since the normaiaynot be testeon thedataused,which
consiss of latitude and longitudeéhe non-parametric modelwill be used as thegio not make such
strong assumptions about the training data. Most of the methods applied in premikiseemto
use multiple parameters like heading, speed, latitadgitude to make predictions. However, iegt
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the hypothesis that by using only latitude and longitude to predict the future latitude and longitude
and latitude, would perform better, because parameters like heading, and velocity are indirectly
captured in by the position of the aircraft. For examgb@sider an aircraft that is heading perfectly
north, this would cause only the latitude of the aircraft to change, while the longitwdieremain
constant. As with the case of an aircraft that travels perfectlyteastjould cause a change only in

the longitude, while the latitude remains constant. Aircraft travelling with a higher speed would have
a higherrate of change in thdifference in latitude and longitude. Any change in speed would be
reflected in thesubsequerpositions. A non-parametric model called theNN regressowas tested

for effectivenessThe main idea would be to understand the effect of dropout and window size on
the prediction accuracy of the model.

2.6.1 Trajectory Data Preparation

The windowing technique was applied to create trajectories of aircraft using historical data. The
overall window size used to create the dataset was 90 seconds. The first 60 is intended to be used for
predicting the next 30 seconds.

The pseudo code for the logic used to create the dataset is:

Set history_size = 60

Set pred_size = 30

Set sel_features = ['lat’, 'lon’, 'velocity', 'heading’, 'geoaltitude’, 'vertrate']
Create empty lists X _collection and y_collection

For each unique value anicao in main_df['icao247:
Filter icaodf from main_df where 'icao24' matches anicao
Sort icaodf by 'time'

For i in the range from 0 to (Ilength of icaodfistory_size + pred_size) + 1):
Create total_window by selecting rows from icaodf starting from i and spafinisigry_size
+ pred_size)
Remove duplicate rows based on 'lat' and 'lon" in total_window

If there are no time differences greater than 1 in total_window and
there are no missing values in any of the selected features in sel_features and
the total_window has a shape of (history_size + pred_size):

Create hist_window by selecting the first history_size rows from total_window
Create pred_window by selecting the remaining pred_size rows from total window
Append hist_window to X_collection

Append pred_window to y_collection

Running the logic on the entire datasetl6f7805datapoints (2557 flights) resulted in a total of
23,314 windows. This will be used ftvaining the model.
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The computer used to train the model had the following specs:
Operating system:Ubuntu 18.04.
Processor: Intel(R) Core (TM) i99920X.
Memory: 134 GB DDR 4.
Graphics Card: 4 x NVIDIA GeForce RTX 2080 Ti.
The libraries used to run the experiment are:
Python: 3.9.16.
NumPy: 1.24.2.
Scikit Learn: 1.2.1.
PyCharm Professional (IDE):2023.1.2

2.6.2Trajectory Experiment DesignObjectives
The overall objective is to find an optimal and accurate trajectory prediction model during normal
and varying dropout conditions.

Several machine learningodels werenvestigatedand thekNN Regressois the mospromising

model for trajectory planning and forecasts. This is due\td Regressor does not depend on any
data distribution and outliers will have no influence as its prediction are outweighed by nearest
neighbors.

A fresh instance of theNN Regressor for different window size with hyper parameter tuising
trained on the dataset in a loop using only latitude and longitude, and the predicted features are also
latitude and longitude. The loop maintained the size of prediction and model parameter grid, while
varying the input size from 6 to 30, in multiples6ofThe parameter grid ihade 11., is used to tune

the model using random search. For the random seasdarcherset 6 cross validations for each
iterationand the number of parameter settings sampled is set to be 12. Theares@itorded in

terms of MAEI Latitude and MAE longitude. These will then be converted to meters, to make the
results more interptabe. The elbow techniquis usedo determine the optimal window size for this
problem.

Tabe 11. kNN Hyperparameters.

Parameter Values

Number of neighbors 1,2é , 30

Weight function uniform, distance

Algorithm Auto, ball treeKD Tree Brute
Leaf Size 10, 20, 30, 40, 50
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P (Power parameter for Minkowski| 1, 2,3
metric)

Distance metric Euclidean, Manhattatinkowski

The best model from the window size experiment will be used, while running it in a loop, randomly
dropping a set percent (from 10 to 50) of values from the predictiomhsletholding the windows

size as a constarithe dropped valueill be replaced by the previous value in order to maintain the
input size.The values dropped will be continuous, and for every x window, there will be one drop
out. MAE values will be used as a metric to understand the effect of these injections.

2.6.3 Trajectory Experiment DesignResults

The results of running the model in a loop for different prediction windows are visuiliEgglre

33. Thefigure shows the window size used for prediction on tkexis and the MAE converted to
meters on the Yxis. On observing the dropénror, notehe elbow forming at the third bar (window

size 18). Though the error does reduce beybiglpoint the reduction is not as significant as the
previousincrementsA strong elbows observedt the 18 second window. At this windaluration,

the MAE of latitude and longitude converge, and the error in latitude seems to increase and remains
above the error in longitle. The best parameters as chosen by Random Search for a window size of
18 are the highlighted valuesTiade 11.
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Figure 34. Trajectory Prediction.

Figure34. is a geescatter plot that visualizéke trajectoryesults. There are three different types of
traces in this visualizatignthey-true is the accrual trajectorthey-preds is the predicted trajectory

andthe X is the history used to make the predictidhis observe that the model seems to perform

well even at some instances where the aircraft has made turns.

The percentages of 10, 20, 30, 40, and 50 account to a total of 2, 4, 5, 7 and 9 data points when
rounded off to the nearest integer. By inducing these dropouts, the errors in predictions grew. This is
visualized inFigure35. It is abar graph with the »axis as the number of seconds of dropout and Y

axis as the error caused in the MAE of the test data, in meters.

2.6.4 Trajectory Experiment DesignDiscussion

Through iteration of various window sizes, it was determined that the optimal window sibes for

use case was a prediction size of 18 seconds to predict a window of 30 s@btendscuracy for
latitude and longitude is about 90 meters. With the best parameters and window size found from this
experiment, the effect of dropauis studiedoy manually injecting drops of various sizes into the
data. It was found that the accuracy deteriorated very rapidly for dropouts beyond 2 seconds.
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There were several limitations found including:

1. The data used for the training and prediction of trajectories is confined to an area of 6400
square NM around Dallas. This model has not been tested on data from other hemispheres.

2. The cleanliness of the data used for train@gnot been manually assessed by accessing
everydatapoint buare filtered using the logic mentioned in the pseudo code.

3. Themethod focused on experimenting with KN Regressor that was implemented by sci
kit learn, other implementations were not tried.

4. The computational resources and time for the prediction have not been taken into
consideration, while the model is accessed purely based on the prediction accuracy.

5. The conversion of MAE to meters is based on an approximation of latitude and longitude
minutes.

2.6.5 Trajectory Conclusions and Future Work

Thefindings indicate that there &need for a precise trajectory planning model during GPS/ADS
B interference anthepropose&NN Regressoapproach can yield significant accuracy in estimating
latitude and longitude up to 44m proximity for each parameteuse case of DFVévent containing

a training set of 2550 flightwas demonstratedbut to evaluate the proposed model in-teaék, it
needdurther tesing in a multicloud environment containingigh Performance Coputing HPC)
resources for accurate error metrics.

69



3. CELLULAR NAVIGATION

The use of cellular navigation to mitigate the risk of jammed GR#fomaADS B data was
investigated. In the event of a GNSS signal loss due to obstructions, multipath
intentional/unintentional jamming, the UASO6s |
the duration and severity of the interference, the onboard IMU system can reasonably maintain the
planned course for seconds or even minutes after the eepeinding upon the quality of the IMU

and/or integrating it with other sensors; othisey loss of the UAS control link and navigation
systems occurs, posing a risk to the mission and/or the safety of bystanders. Furthermore, even the
presence of ADSB In port in the UAS cannotletectand avoid other UAS nearby due to the
constrained GNSS position.

Introducing an additional sensor to inform and diversify the UAS navigation architecture can act as
a backup or supplement positioning solution in the case of GNSS jamming or dropout, thus increasing
the capacity for the UAS to both complete a missionraaimtain accurate and reliable AfBESdata

in challenging signal scenarios.

Signals of Opportunity (SoOPs) offer promising candidates for this mitigation approach, utilizing
existing signals from the surrounding environment of operation. Cellular infrastructure in the United
States comprises of multiple network providers and #@ssoctransmission towers, with overlapping
coverage in most populated regions. In the framework of small UAS operations, cellular signals as
SoOPs provide the benefits of (1) increased signal strength, and wider frequency spectrum in relation
to GNSS, (2good geometric diversity, associated low processing load and payload weight burden,
(3) future potential for expanded UARIlular integration in the framework of BVLOS operations,

as well as (4) a widely eddished usable network infrastructure.

Considering the potential risks to UAS operations due to the erroneous, dropped, or jammed GNSS
data; this section aims to explore Cellular Positioning as a potential mitigation. Oregon State
University (OrSU) reviews cellular and navigation theory, initald to investigating preexisting
cellular positioning approaches within the literature. An explorative field stvalyperformed
utilizing nearby LTE cellular signals in varying UAS flights in collaboration with UAF. Test
findings, project recommendati®nand possible future work are summarized.

3.1 Cellular Navigation State of the Art

The potential for cellular signal positioning techniques have been primarily explored in the context
of land-based or indoor application, such as autonomous vehicle or pedestrian navigation. Theoretical
UAS-based positioning algorithms have been testedutir simulations. The development of
Software Defined Receiver (SDR) architecture geared towards real time processing tedrasques
been proposeftiel PeralRosado et al. 2013; J. Khalife, Shamaei, and Kassas.20dwgver, actual
UAS-based flight test case studies are sparse in the published research space, contextualized below:

Position estimation is based otrikateration technique where range measurements from four or more
beacons of known location are used to calculate the absolute position of the receiver. Within the
framework of cellulatbased navigation, three prominent techniques exist to estimatebetmgeen

a cell transmission tower and cellular receiver exist in the literature:
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1. Signal time of arrival
2. Signal direction of arrival
3. Received signal strength

These techniques can be leveraged with the different generations of cellular signals, and in user
based or networkased navigation approaches. Uncertainty thresholds vary based on the given
approach, flight, and processing parameténge simplest approaes, such as received signal
strength, is estimated to be hundreds of meters. For more precise approaches such as carrier phase
time of arrival positioning, case studies demonstrate potential meter or submeter accuracy in near
urban environments based diglfit testing(Abdallah and Kassas 2021; Shamaei and Kassas 2019;

J. J. Khalife, Bhattacharya, and Kassas 20H®wever, testing cellular positioning is still in the
experimental phase with no commercial systems readily available.

An experimental UAS payload testing cellular positioning techniques generally in@odeéBbR

platform to facilitate the processing of cellular signals, along with a cellular antenna or antenna array.
These components can be costly to purchase and implement, as well as posing additional weight
requirements foPart 107 and sUAS platforms. Howevepen source4G capable UAS currently

exist off the shelf that could be utilized for testing cellular positiofieyrot 2021)Additionally,

5G capable UAS have been released and are projected to increase in availability as 5G network
infrastructure progressé®ualcomm 2022Assuming opersource integration of cellular hardware
continues to advance, additional cost to the UAS unit would be much lower in the framework of
testing, and potentially utilizing, cellular navigation.

Assuming a cellulamtegrated positioning system on a UAS, and four or more consistent cell towers
within signal range, an exclusively cellular positioning solution can be achieved. Given current
estimated uncertainty of precise cellular approachesharitkelinood of superior GNSS availability

and position accuracy in flight operations outside of an interference event, it is likely most practical
to consider cellular SOOPs as a supporting (hybrid) or backup positioning source to GNSS.

3.2Future Potential for Cell Integrated UAS and BVLOS Flight

Separate from the scope of positioning, cellular networking has been a popular topic in relation to
the future of UAS commercial operations. Where most current UAS regulations limit flight to Visual
Line Of Sight, and markedvailable UAS primarily utilizeadio frequencies as a command link;
innovations, and adoption of cellular networks (most prominently 5G) as a communication platform
introduce new possibilities for BVLOS flight and expanded operation in urban areas for the
commercial UAS industry. Spdigally, infrastructure for UAS 5G corridors are being tested for
BVLOS commercial operations in dense, urban af€d8S news 2021)

These trends and interests point toward existing and expandingéJ®8d cellular infrastructure.

If cell networks are an esgdished command link platform in future BVLOS flight operations, cellular
receivers would be more commonly integrated on commercially utilized UAS in the large scale. 5G
(and other cell generations) signal availability in the case of BVLOS missions wabhiedsetically
consistent throughout the planned route or designated flight perimeter.
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3.3 Cellular Navigation Experimental Testing

The objective of this experimental study is to record and utilize nearby LTE/4G cellular signals from

a UASbased receiver and integrate with available GNSS signals to inform and assess a positioning
solution. A hybrid scenario is depictedkigure 36 where the aircraft receives GNSS signals from
three of the four satellites as one satellitebo
position estimation is not achievable because the minimum required GNSS satellites for positioning

is four. In the case of a cellulamtegrated UAS, signals from two available terrestrial cell towers can

be utilized along with the three GNSS satellites to estimate the aircraft position.
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Figure 36. Conceptual diagram of cell towers augmenting GNSS positioning of an aircraft when a satellite
signal is blocked.

Given the constraints of the project timeline and equipment butig€rSU team adopted the signal
strengthbased range estimation approach for the experiment. Received signal diasegtirange
estimation involves minimal hardware complexity, as radio systems commonly measure and report
received signal strength, thougle pproach produces a lower accuracy threshold compared to other
presented methods, in the range of hundreds of meters.

OrSuU investigated this topic within Tasks 3 and 4 and collaborated with the UAF team to conduct
flight testing and manage UAS and sensor equipment logistics. pa8aimed the data processing,
interpretation, and discussion components using the measurements collected from the onboard
sensors.
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A marketavailable network cellular scanner was acquired by UAF to complete this flight test,
capable of logging all available bands and subchannels inrsaitime (Figure37). The supporting
sensor, a higinate, multiconstellation GNSS receiver paired with a dual band antenna was used for
GNSS logging.

Figure 37. Epig Sol uti on 06 s-dirBctidnad anters& (detached). and o mni

UAF leveraged a Pixhawiperated hexcopter UAS for flight tests, integrating the two sensors onto
the payloadKigure 38).

HEeER BARRAE b —
Figure 38. Images of flight test vehicle (left); cellular (A) and GNSS (B) antennae on payload

Using the received signal strength and the transmitted signal strength, the path loss between the
cellular tower and the UAS can be calculated to estimate distance. Various models exist to define the
relationship between the path loss and the range, degeoil the radio signals frequency, and the
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properties of the medium/environment in which it travels. The Hata path loss empirical model was
used to calculate range from path loss due to its frequent adoption in cellular positioning literature,
as well asts applicability to a small city environment.

The range solution calculated using the Hata path loss model is combined with the range
measurements from the GNSS satellites to estimate a hybrid navigation solution. In this experimental
study,the teamnutilized the combined range estimates from GNSS and cell towers for a simple linear
least squares technique, to estimate the UAS position.

3.4Data Acquisition and Analysis

Four data collections campaigns were conducted during the testing phase of the project. The first two
acquisitions were completed as preliminary assessment of the signal environment and scanner
logging behavior, which informed flight test planning, andwé#d for workflow development of
locating signal transmission sources through a cell tower matching, which is described in the next
section.

The third acquisition session included the primary flight teBtgsee static occupations of1®
minute duration at 15ft, 150ft, and 400ft AGL were manually flown and logged in a designated flight
area Figure 39).
400ft AGL
o

1501t AGL

15ft AGL

Figure 39. 3-D scene of the manual static observations collected SW afAkecampus.

Early preprocessing of test data identified hardware limitations affecting logged cellular data,
including reduced sampling rate and obstructions inherent to the UAS payload. The challenges
prompted a final standalone cellular collection to confirm thelare bias, and recontextualized
the position estimation results for this experiment.
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To calculate range from existing path loss models, the location and height of the signal source, or
cell, also needs to be known. While the onboard cellular scanner collects signal information from all
mobile network provider towers within range, the dolyerrelated information logged is the unique

cell ID, which provides no explicit details related to signal origin. Communication tower construction
and modification are regulated and documented by the Federal Communications Commission, and
in the state D Alaska, by the local Borough. Tower permit records for all communication
infrastructure currently in operation and within 10km of Fairbanks city limits were obtained from
both sources. These documents provide reliable location coordinates for towersdhtite criteria

of the search parameters, as well as tower height, but still no directly related fields to match with the
cell ID acquired in flight tests.

Two open access, crowaburced cell tower dabases were identified as potential intermediary
resources for matching together the cellular logs and peleuitmented locations. Similar to a cell

and its designated cell ID, each tower has a standardized unique identification number named
eNodeB ID (eNBID), which can act as the intermediary field needed. Using bd#batses and a
browserbased eNodeB ID conversion tool, tower cell IDs were able to be matched to permit tower
location, through crosscheckingy @ublic mapping software argtreet viewimagery.Figure 40

depicts a subset of identified towers surrounding the flight test area, logged from the preliminary
ground collection.

¢ Ground collections
== Matched towers
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Figure40. Subset of local toweidentified and matched from preliminary ground collections

Despite sukpptimal signal clarity during the flight trials due to hardware restrictions identified in
Task 4, researchers performed a simplified UAS position estimation to simulate a loss of signal from
a GNSS satellite, out of four satellites flight saea, which can frequently occur in an urban canyon
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or interfered environments. The approach was accomplished througprposssing, as a proof of
concept, but can be applicable for onboard-tiead implementation.

Using data from the 150ft AGL static occupation, researchers selected a cell tower that had the least
range error to the UAS. Two case studies are pursued in which UAS position is estimated using:

1. 4 GPS satellites.
2. 3 GPS satellites and 1 LTE tower.

The true position of the 150 ft flight, the position estimated using 4 GPS satellites, and the position
estimated using 3 GPS satellites and 1 LTE tower are showigure 41. Note that the position
estimation with only 3 GPS satellites cannot be obtaimathematically butaugmenting the
algorithm with the range estimate from a single tower, one can determine the position of UAS. The
position error for this single epodiased estimation is 594 m, considering the noisy range estimates
from the cell tower, as well as the nrawailability of other nearby LTE towers due to the challenged
antenna position.

TRUE,

nmmx
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GPS+LTE

200 300
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Figure4l. Position estimate results for the O6challeng
Considering summarized accuracy thresholds for the signal strength method, this result shows

potential, in specific scenarios, to augment or aid the GNSS based positioning with measurements
from LTE towers in a noichallenged antenna scenario.
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3.5Summary of Cellular Navigation Findings

Though hardware and logistical components limited the flight and processing potential for a true
signal strengtibased method in Task 4, productigkaracteristicsand methods for leveraging
cellular signals as a UABased navigation source can be identified from the case study.

1. RSStinformed cellular positioning approaches fundamentally yield an accuracy threshold in
the range of hundreds of metersjime with results found in the flight data analysis. This
level of uncertainty can be utilized in very specific dropout conditioat is too high for
practical and reliable application in reahe UAS operations. However, it remains to be seen
if further improvements can be maiehis result without the reported hardware limitations.

2. Tower location matching was a particular challenge in this experiment due to the lack of
public resources for identifying the source cellular towers and their properties (e.g., height of
antenna etc.). In the ideal scenario of achievable accuracy irukeblised approach, an
efficient method of locating and characterizing cellular tower parameters is still required to
calculate a solution, especially in the framework of-teaé navigation. This report outlines
the available resources and a viable, narapproach to match local towers through
intermediary crosshecks and redundant datasets, successful for the scope and scale of the
tests conducted in Fairbanks, with likelihood of applicability to areas in the US of similar or
greater population dengiand development.

3. Current and regiospecific cellular infrastructure provided sufficient signal overlap in flight
scans for this study area. When surveying the occurrence of unique visible cell IDs recorded
during scanner occupations, cell ID counts from the 150ft andt &¥sions were
significantly higher than the &écl eand, st a
considering the two to three times shorter flight occupations, and cellular antenna visibility
obstructions associated with the UAS payload. This inecahat existing 4G cell
infrastructure can provide usable signals of opportunity throughout the current SUAS vertical
flight space of 400ft altitude and below. Assuming this is true in a given location outside of
the study area, it could be plausiblebimadly consider most environments sedaal for
eavesdropping on cell signals. Exceptions woutdlipinclude the urban canyon, or regions
of high topographic variability, where obstructions create a challenging multipath
environment even at higher AGlelevations. However, current projections of 5G
infrastructure in urban environments could involve a dense next generation cellular network
that could be considered for such scenarios in future UAS cellular navigation.

3.6 Cellular Navigation Recommendations

Based on reviewed literature and the explorative study conducted, precise cellular signal positioning
approaches show strong potential for mitigating risk in tbaSed commercial operations and
should be further considered as a supporting or backup navigaiurce in the case of GNSS signal
dropout or jamming.

The primary considerations for this conclusion include (1) the published potential for meter to
submeter accuracy in tird-arrival approaches, (2) practicality and plausibility of cellular receiver
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utilization in current and future UAS hardware, (3) the signal coverage of typical UAS operation
flight space currently available from existing cellular infrastructure, and (4) future potential for
cellular positioning in challenging urban environmenttin eu of o6smart <citi eso
communication networks.

Specific ecommendations include:

1. To achieve effective, rediime cellular positioning onboard a UAS, integration of a cellular
system is required on the hardware and software level. Future FAA funded research on
developing such systems, or FAfionsored market incentives for opsurce WAS systems
can cultivate a space for further development of this mitigation approach on the large scale.

2. Acquiring cellular transmission tower characteristics and location is a vital component of
producing a position solution. While an effective manual approach towards identifying these
values is presented in this report, it is time intensive, reliant ondesowrced information
and physical public records, and not plausible for-tiea¢ processing applications.

a. For cellular signaling to plausibly be utilized in commercial UAS operations, a
publicly accessibleor partnershijspecific déabase of cellular transmission towers
would need to be &sdished and regularly updated to inform successful navigation
systems.

b. Another approach is for the cellular towers to transmit its location as part of its system
message which any mobile/cellular scanner can read. This would be similar to how
GNSS satellitesransmitits location in the navigation message. However, unlike the
GNSS satellites whiclmeedto be regularly tracked from the ground stations to
determine its position, the cellular towers being stationary can be surveyed once to
determine its location. This would providehighly precise tower location to all the
mobile units in a particular cell. Technical feasibility to implement this requirement
as well as legislation can help to proliferate cellular based navigation.

3. Future legislation decisions expanding legality of commercial BVLOS flight, or permissions
related to commercial UAS flight corridors within dense urban areas, will likely accelerate
cellular infrastructure networks and market UAS integration with onbwelhdar signaling
hardware; indirectly creating more potential viability for the implementation of the presented
mitigation.

3.7 Cellular Navigation Future Work

Based primarily on the limitations and challenges faced within the flight test and processing
component of this project, within context of the available literature relating to UAS cellular
navigation; recommendations of future work include:

l1.Continuation of the tests flights and proce:
component offer an opportunity to produce more refined results. Further iterations of payload
orientation could improve consistency of signal strength readingsotduce more accurate results

in context of emdished RSSI benchmark levels. Recent firmware updates to the cellular network
scanner have improved the filtering performance. Implementation of automated flight plans and
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longer occupation times may reduce additional bias, while testing a broader variety of positioning
approaches and scenarios.

2. With a longefterm project scope and equipment focused budget, more precise positioning
methods can be developed and tested as a closer analogue to practical uses diassililadiAS
navigation. Cellular and SDR architecture integrated onto a SUAS wedte potential for testing

the published meter level accuracy, in real time. Use of 5G signals in similar tests could speak to
challenges and benefits of the platform for use in the urban canyon environment, assuming a dense
network infrastructure.

3. To assess viability of cellular infrastructure on a natiede scale, a survey of all domestic cell
towers and associated characteristics could be conducted. A GIS analysis of signal radius zones based
on the transmitted signal generation would providgraductive overview of regions and
environmentypesthat may foster cellulasupported UAS navigation.

4. Existing literaturgointsto various empirical path loss models which were formulated primarily
when a scanner is held closer to the ground, with heights mimicking a human standing. However, for
UAS flights at 150 ft and 400 ft, existing empirical path loss models may not taélesuFurther

testing with the scanner mounted on the UAS and flying at these altitudes will enabileda sui
model, which can be used for the simpler, sigstaéngthbasedrange estimation and position
determination.

4. SPOOFi PROOF GPS AND ADSB SECURITY CONSIDERATIONS AND
INTEGRATION OF ECD ALGORITHM TO ERAU SIMULATION

ENVIRONMENT

GPS spoofing detection, mitigation, and signal recovery for GNSS / GPS using the ECD algorithm
applies to both GPS and AEEBsystems.ThisReport focusses on GPS spoofing of ABSystems.
Recognize that AD®B is a mathematical subset of the larger receiver localization problem. Solutions
that apply to the larger vector space, GNSS / GPS also are valid for the subseB, ADS
computationalhardware is availableThe spoofing attacks magargetthe ADSB systems that
incorporateGPSinformation within itsdata stream. However, since the spoofed GPS is part of the
ADS-B data stream the same techniques can be used utitizéettt, mitigateandcounter spoofing
attacks on the ADSB system.

ADS-B high dependency on communication and navigation (GNSS) systems causes the system to
inherit the vulnerabilities of those systems. This results in more opportunities (threats) to exploit
those vulnerabilities. In general, advancements in computersiectvity, storage, hardware,
software, and apps are major aids to malicious parties who wish to conduct the spoofing and other
threats by exploiting the vulnerabilities of AEES Another main vulnerability of AD® systems is

its broadcast nature withoscurity measures, which can easily be exploited to cause harm.

Of the mitigation schemes evaluated for their effectiveness in jamming and spoofing conditions,
(optical flow, geomagnetic navigation, cellular signal navigationsFiMhavigation, and th&CD
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method), ECD ranked highest feffective mitigation ofspoofing(Semke, Ranganathan, Nichols,
Moncayoh, & Park, A11L.UAS.884 Mitigating GPS and AD8 Risks for UAS Task 2:
Identification of Potential Mitigations, August 5, 2022)

Task 1and Task 2 showed the viability and power of ECD to do three things that other
countermeasure technologies cannot do in entirety: A. Detect Spoofed communication / navigation
signals in four or more false satellite transmitters; B. Using ECDitigate the false and true signals
(eliminating the false and exposing the true) and C. Recover the true signals in all risk conditions
especially BVLOS flight.

A functional GPS simulation model has been created by ERAU which needs to be modified to
explicitly prove the ECD wvalidity. Adj ust ment
performed. However, the ERAU model is viable. ERAU has accomplished adg&awith its
simulation approach within time and budget allotted.

4.1 Literature Research Summary

GPS / ADSB spoofing is a professionally researched topic. Many methods have been proposed to
detect, mitigate, and recover spoofed sigrtéla.n s as St at K S U)diterateerreviewtoy 6 s (
this subject was covered extensively in Section IV: GPS andBD&ta Signal Spoofing, pages 4

1 to 437 with notes in(Semke, Ranganathan, Nichols, Moncayoh, & Park, A11L.UA8486
Mitigating GPS and ADSB Risks for UAS Literature Review, September 30 2021)

The majority of the prior / current research focuses on detection of spoofing attacks. Methods of
spoofing mitigation are often specialized or computational burdensome. Civilian COFS anti
spoofing countermeasures are rare. History of spoofing countermeasures hesvbes in detalil

in (Haider & Khalid, 2016) (R.K.Nichols & et.al., 2022)and submitted KSU research reports for
ASSURE 44 TasKk and?2 (Semke, Ranganathan, Nichols, Moncayoh, & Park, A11L.UA8486
Mitigating GPS and ADS Risks for UAS Literature Review, September 30 20&8¢mke,
Ranganathan, Nichols, Moncayoh, & Park, A11L.UAS486Mitigating GPS and AD® Risks for

UAS Task 2: Identification of Potential Mitigations, August 5, 2022)

Three tracks of research are most relevant to ECD 7/ K@&ximum Likelihood Localization,
Spoofing Mitigation algorithmsand SIC. Note that historical spoofing research focusses primarily
on detection of singular GPS source attacks. The focus on mitigation, correction and recovery
attending to multiple spoofing signals on multiple satellite attack surfadeaiémark of ECD.

CD is a maximum likelihood GPS localization technique. It was propaos&€96 but considered
computationallyinfeasible at that timéSpilker, 1996) CD was first implemented by Axelrad et al.
in 2011.The search space contained millions or erlocation hypotheses. Improvements in the
computational burden were found using various heurig@ideeong & al., 2011)Jia, 2016) A
breakthrough came with the proposal of a braaatibound algorithm that finds the optimal solution
within ten seconds running on a single CPU thi{@adissag, 2017)
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GPS spoofing defensesueabeen intensively studied. Most of them focus on detecting spoofing
attacks. There is a paucity of pri@search for spoofing mitigation and recovering from successful
attacks by finding and authenticating the correct sig(dlé. Psiaki & Humphreys, 2016)n
contrast to the vast research on GPS spoofing, there is a lack of commercial, civil receivers-with anti
spoofing capabilitiegEichelberger, Robust Global Localization using GPS and Aircraft Signals,
2019) ECD inherently mitigates spoofing attacks.

Spoofing hardware performing a sophisticated seamless sdtatht¢éakeover attack has been built
(Humphreys & al., 2008)Challenges associated with spoofing are matching the spoofed and
authentic signals amplitudes at the receiver, which might notlimeiaf sightand moving Schmidt

& al, 2016)

It is practically feasible for a spoofer to erase the authentic signals atted@te phase offs@vl.L.

Psiaki & Humphreys, 2016)This is one of the strongest attacks that can only be detected with
multiple receiver antennas or by a moving rece(#IL. Psiaki & Humphreys, 2016}or signal
erasure to be feasible, the spoofer needs to know the receiver location more accurately than the GPS
L1 wavelength, which is 19 cm. Receivers with only a single antenna cannot withstand such an
erasure attack. ECD targets singl#enna receive and does not deal with signal erasure
(Eichelberger, Robust Global Localization using GPS and Aircraft Signals,.20H)) other types

of spoofing attacks, including signal replay and multiple transmission antenna implementations, the
original signals are still present and ECD remains rofttishelberger, Robust Global Localization
using GPS and Aircraft Signals, 201Betecting multiantenna receivers and differentiating signal
timing consistencies is covered(ifippenhauer & et.al, 2011)

The GPS antspoofing work most relevant to ECD is based on joint processing of satellite signals
and the maximum likelihood localization. One metloash mitigate a limited number of spoofed
signals by vector tracking of all satellite sign@afarniaJahromi & al., 2012) A similar technique

is shown to be robust against jamming and signal réplajg & Gao, 2016)

ECD uses an iterative signal damping technique with spoofing sitjralaresimilar to SIC. SIC
removes the strongest received signals one by one in order to find the weaker sighakbaed

used with GPS signals befof@. LopezRisueno & Secdsranados, 2005Madhani & al., 2003)

That work is based on a classical receiver arc
and phase. The ECD has its own shapshot receiver based on CD, which directly operates in the
localization domain and does not identify individual signalan intermediate stage. It is impossible

to differentiate between authentic and spoofed signal, a priori, ECD does not remove signals from
the sample data. Otherwjdhe localization algorithm might lose the information from authentic
signals/ Insted, ECD dampens strong signals by 60% in order to reveal weaker signals. This can
reveal localization solutions with lower CD likelihogBichelberger, Robust Global Localization

using GPS and Aircraft Signals, 2019)

This report highlights the brilliant additive research by Dr Manuel Eichelberger on mitigation and
recovery of GPS / AD®B spoofed signaléEichelberger, Robust Global Localization using GPS and
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Aircraft Signals, 2019) ECD has been the prima facia research responsibility of the ASSURE 44
KSU team.

4.2 ECD Discussion

Collective Detection (CD) is a maximum likelihood snapshot receiver localization method, which
does not determine the arrival time for each satellite, but rather combines all the available information
and decide only at the end of the computation. Thimigae is critical to théEichelberger, Robust
Global Localization using GPS and Aircraft Signals, 2QEK.Nichols & et.al., 2022nvention to
mitigate spoofing attacks on GPS or AIBSCD can tolerate a few loguality satellite signals and

is more robust tha@oarse Time Navigation CTN). CD requires a lot of computational power. CD

can be sped up by a branch and bound approach which reduces the computational power per location
fixed to the order of one second even for uncertainties of 100 km and a minute. CD improvements
and research a been plentifulEichelberger, Robust Global Localization using GPS and Aircraft
Signals, 2019}§J.Liu & et.al., 2012)Axelrod & al, 2011)P. Bissag, 2017)

Dr . Manuel E i icCokettireadeterton aximutDikelinood localization approach,

(ECD) methodcannot only detect spoofing attacks but also mitigate and recover the true signals

The ECD approach is a robust algorithm to mitigate spoofing. ECD can differentiate closer
differences between the correct and spoofed locations than previously known approaches
(Eichelberger, Robust Global Localization using GPS and Aircraft Signals,.ZDQYS have little

spoofing integrated defenses. Military receivers use symmetrically encrypted GPS signals which are
subject to a Areplayo attack with a small del a

ECD solves even the toughest type of GPS spoofing attack which consists of spoofed signals with
power levels similar to the authentic sign@échelberger, Robust Global Localization using GPS

and Aircraft Signals, 2019ECD achieves median errors under 19 m on the TEXBAT dataset, which

is the de facto reference dataset for testing GPSpatfing algorithmgRanganathan & al., 2016)
(Wesson, 2014)The ECD approach uses only a few milliseconds worth of raw GPS signals, so called
snapshots, for each location f&®CD does not track signalsither i works with signal snapshots. It

is sutade for snapshot receivers, which are a new class oplomer GPS receivéM.Eichelberger,

2019) (J.Liu & et.al., 2012) Snapshot receivers aim at the remaining latency that results from
transmission of timestamps from satellites every six seconds. Snapshot receivers can determine the
ranges to the satellite modulo 1 ms, which corresponds to 300 km.

The use of snapshot receivaasables offloading the computation into the Cloud, which allows
knowledge of observed attacks. Existing spoofing mitigation methods require a constant stream of
GPS signals and track those signals over time. Computational load is increased becaugeafake si
mustbe detected, removed, or bypasfenthelberger, Robust Global Localization using GPS and
Aircraft Signals, 2019)

It is important to understand that both GPS (part of the GNSS family) andBABStems are

vulnerable to spoofing attacks on both manned and unmanned aircraft. In general, GPS vulnerabilities

translate down to the more specific AIBSsubset which has vudnabilities in its own right. This

report summarizes the brilliant work of Dr Michael Eichelberger on Robust Global Localization
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using GPS and Aircraft Signals. He describes a functional tool known as CD to detect, mitigate and
counter spoofing (and pjamming) attacks on all stages of GFHchelberger, Robust Global
Localization using GPS and Aircraft Signals, 2019)

GPS is ubiquitous and is incorporated into so many applications (aircraft, ship, car /truck navigation;
train routing and control; cellular network, stock market, and power grid synchronization) that it
makes a fAricho t ar getivelllocatiorsoptone. Wronggnfoematioreirctiene v e r 6
or space can have severe consequences.

ATC is partially transitioning from radar to a scheme in wiAdatcraft (A/C) transmit their current
location twice per second, through AIBSmessages. This system is mandated in Europe and well
under way in the US from 2020. The A/C deterrditieeir own location using GPS. If a wrong
location is estimated by the dmoard GPS receiver due to spoofing, wrong routing instructions will
be delivered due to a wrong reported A/C location, leading to an A/C crash.

Ships depend heavily on GPS. They h&w reference points to localize themselves apart from
GPS. Wrong location indication can strand a ship, cause a collision, push off course into dangerous
waters, ground a ship, or turn a ship into a ghost or a missile. 2017 incidents in the Black Sea and
Souh China Seas have been documefBdgess, 2017(Nichols R. K-P., 2019)

While planes and ships suffer spoofing attacks in the domain of location, an attacker may also try to
change the perceived time of a GPS receiver. Cellular networks rely on accurate time synchronization
for exchanging communication data packets betweeangrantennas and mobile handsets in the
same network cell. Also, all neighboring cells of the network need to be time synchronized for
seamless call handoffs of handsets switching cells and coordinating data transmissions in overlapping
coverage areas. i@ most cellular ground stations get their timing information from GPS, a signal
spoofing attacker could decouple cells from the common network time. Overlapping cells might send
data at the same time and frequencies, leading to message collisions es(@msymous, 2014)

Failing communications networks can disrupt emergency services and busiftgsketberger,

Robust Global Localization using GPS and Aircraft Signals, 2019)

Threats and weaknesses show that large damages (even fatal or catastrophic) can be caused by
transmitting forged GPS signals. False signal generators may cost only a few hundred dollars of
software and hardware. Spoofing of location fixes for criticaledtalders can mean Complete

Failure Of Mission.

A GPS receiver computing its location wrongly or even failing to estimate any location at all can
have different causes. Wrong localization solutions come from 1) 8l#vof the signal (examples:

inside a building or below trees in a canyon); 2) reflected signals in multipath scenarios, or 3)
deliberately spoofed signaléEichelberger, Robust Global Localization using GPS and Aircraft
Signals, 2019liscusses mitigating low SNR and multipath reflected signals. Signal spoofing (#3) is
the most difficult case since the attacker can freely choose the signal power and delays for each
satellite individually(Eichelberger, Robust Global Localization using GPS and Aircraft Signals,
2019)
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The GPS system consists of a control segment, space segment and user segment. The space segment
contains24 orbiting satellites. The network monitor stations, and GCS and their antennas make up

the control segment. The third and most important are the receivers which make up the user segment
(USGPO, 2021)

Satellites transmit signals in different frequency bands. These include the L1 and L2 frequency bands
at 1.57542 GHz and 1.2276 GH2oD, 2008) Signals from different satellites may be distinguished

and extracted from background noise using code division multiple access p(btiapP008) Each

satellite has a uniqu€oarse /Acquisition code (C/A) of 1023 bits. The C/A codes Bseude
RandomNoise(PRN) sequences transmitted at 10.23 MHz which means it repeats every millisecond.
The C/A code is merged using an XOR before being with the L1 or L2 carrier. The data broadcast
has a timestamp called HOW which is used to compute the location of the satediitehg packet

was transmitted. The receiver needs accurate orbital information (aka ephemeris) about the satellite
which changes oventie. The timestamp is broadcast every six seconds, the ephemeris data can only
be received if the receiver can decode at least 30 seconds of @igrtatIberger, Robust Global
Localization using GPS and Aircraft Signals, 2019)

Civilian / Industry Stakeholders have access to the weaker signals:

L1 and soon L1C

L5 not widely availablebutwill provide enhanced capability for aviatisafety

Authorized DoD / Government Users

More robust capability to use P(Y) and M codes on L2 in a jamming/spoofing environment.
L2C will provide enhanced capability when operational

Takeaways: That weaker C/A codes on L1 are the most susceptible to attacks since there are
no builtin countermeasures on the GPS constellation for regular civilian users worldwide

9 Critical redundancy for UAS w/o human pilot to react or onboard INS to-bpclkaugment

their GPS due to size. Ex: SUAS, ATACMS, cruise misgiNishols R. , COT 684 Fusion
Report Sekhealing GPS Navigation Signals that have been Jammed, Spoofed or otherwise
Degraded, 2023)

Classical GPS receivers use three stages when obtaining a location fix. They are Acquisition,
Tracking, and_ocalization.

= =4 4 -4 A8 -9

Acquisition. The relative speed between satellite and receiver introduces a significant Doppler shift
to the carrier frequency. GPS receiver locates the set of available satellites. This is achieved by
correlating the received signal with the known C/A codes fromllgas. Since satellites move at
considerable speedg&ichelberger, Robust Global Localization using GPS and Aircraft Signals,
2019)

Tracking After a set of satellites has been acquired, the data contained in the broadcast signal is
decoded. Doppler shifts and C/A code phase are tracked using tracking loops. After the receiver
obtains the ephemeris data and HOW timestamps from at least fdlitesaiecan start to compute

its location(Eichelberger, Robust Global Localization using GPS and Aircraft Signals,.2019)
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Localization Localization in GPS is achieved using sighiahe of Flight (ToF) measurements. ToFs

are the difference between the arrival times of the HOW timestamps decoded in the tracking stage of
the receiver and those signal transmission timestamps themselves. The local time at the receiver is
unknown and the localizan is done using pseudanges. The receiver location is usually found
using leassquares optimizatio(Eichelberger, Robust Global Localization using GPS and Aircraft
Signals, 2019§Wikipedia, 2021)

A main disadvantage of GPS is the low bit rate of the navigation data encoded in the signals
transmitted by the satellites. The minimal data necessary to compute a location fix, which includes
the ephemerides of the satellites, repeats only every 30 second

Assisted GPS (AGPS) drastically reduces the stapttime by fetching the navigation data over the
Internet, commonly by connecting via a cellular network. Data transmission over cellular networks
is faster than decoding the GPS signals and normallytakés a few seconds. The ephemeris data

is valid for 30 minutes. Using that data, the acquisition time can be reduced since the available
satellites can be estimated along with their expected Doppler shifts. WHRS\ the receiver still

needs to extradhe HOW timestamps from the signal. However, these timestamps are transmitted
every six seconds, which translates to how much time it takes-tBBS3\receiver to compute a
location fix (Eichelberger, Robust Global Localization using GPS and Aircraft Signals,.2019)

CTN is an AGPS technique which drops the requirement to decode the HOW timestamps from the
GPS signalgDiggelen, 2009) The only information used from the GPS signals are the phases of
the C/A code sequences which are detected by a matched filter. Those C/A code arrival times are
related to the sukilliseconds unambiguously, the deviation may be no more than 150 knthfeom
correct values. Since the PRN sequences repeat every millisecond, without considering navigation
data flips in the signal, CTN can in theory compute a location from one millisecond of the sampled
signal. Noise can be an issue with such short sigeebrdings because it cannot be filtered out the
same way with longer recordings of several seconds. The big advantage is that signal processing is
fast and powerefficient and reduces the latency of the first fix. Since no metadata is extracted from
the GPS signal, CTN can often compute a location even in the presence of noise or attenuation
(Diggelen, 2009)

4.3 Spoofingand Jamming Techniques

According to(Haider & Khalid, 2016)there are three common GPS Spoofing techniques with
different sophistication levels. They are simplistic, intermediate, and sophist{ehtetbhreys &

al., 2008)

The simplistic spoofing attack is timeost usedechnique to spoof GPS receivers. It only requires a
COTS GPS signal simulator, amplifier, and antenna to broadcast signals towards the GPS receiver.
It was performed successfully by Losaklos National Laboratory in 200@Varner & Johnson,

2002) Simplistic spoofing attacks can be expensive as the GPS simulator can run $400K and heavy
(not mobile). Simulator signals are not synchronized by the available GPS signal and detection is
easy.
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In the intermediate spoofing attack, the spoofing component consists of GPS receiver to receiver
genuine GPS signal and spoofing device to transmit a fake GPS signal. The idea is to estimate the
target receiver antenna position and velocity and then bastddake signal relative to the genuine

GPS signal. This type of spoofing attack is difficult to detect and can be partially prevented by use
of an IMU (Humphreys & al., 2008)

In sophisticated spoofing attacks, multiple reces@oofer devices target the GPS receiver from

different angles and directions. The angfeattack defense against GPS spoofing in which the angle
of reception is monitored to detect spoofing fails is #aenario. The only known defense successful
against such an attack is cryptographic authenticéitiomphreys & al., 2008)

Note that prior research on spoofing was to exclude the fake signals and focus on a single satellite.
ECD includes the fake signal on a minimum of four satellites, and then progressively / selectively
eliminates their effect until the real weaker GPS dgyh@come appareifEichelberger, Robust

Global Localization using GPS and Aircraft Signals, 2019)

The easiest way to prevent a receiver from finding a GPS location is jamming the GPS frequency
band. GPS signals are weak and require sophisticated processing to be found. Satellite signal
jamming worsens the SNR of the satellite signal acquisition reBi@ algorithms achieve a better

SNR than classical receivers azahtolerate more noise or stronger jamm(&gchelberger, Robust

Global Localization using GPS and Aircraft Signals, 2019)

A jammed receiver is less likely to detect spoofing since the original signals cannot be accurately
determined. The receiver tries to acquire any satellite signals it can find. The attacker only needs to
send a set of valid GPS satellite signals stronggn the noise floor, without any synchronization

with the authentic signa(&ichelberger, Robust Global Localization using GPS and Aircraft Signals,
2019)

There is a more powerful and subtle attack on top of the jammed signal. The spoofer can send a set
of satellite signals with adjusted power levels and synchronized to the authentic signals to
successfully spoof the receiviichelberger, Robust Global Localization using GPS and Aircraft
Signals, 2019)So even if the receiver has countermeasures to differentiate the jamming, the spoofer
signals will be accepted as autheirfhiichols R. K., 2020)

Two of the most powerful GPS signal spoofing attacks are: Seamless Shtalktd akeover

(SSLT) and Navigation Data Modification (NDM). The most powerful attack is a seamless satellite
lock takeover. In such an attack, the original and counterfeit sigmalidentical with respect to the
satellite code, navigation data, code phase, transmission frequency and received power. This requires
the attacker to know the location of the spoofed device precisely, so that ToF and power losses over
a distance can Hactored in. After matching the spoofed signals with the authentic ones, the spoofer
can send its own signals with a small power advantage to trick the receiver into tracking those instead
of the authentic signals. A classical receiver without spoofingtesmeasures, like tracking multiple

peaks, is unable to mitigate or detect the SSLT attack, and there is no indication of interruption of
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t he recei ver dBcheberggm RobusttGlolmalcLbdalizagion using GPS and Aircraft
Signals, 2019)

An attacker has two attack vectors: modifying the signals code phase or altering the navigation data.
The former changes the signal arrival time measurements. The latter affects the perceived satellite
locations. Both influence the calculated receivertioca ECD works with snapshot GPS receivers

and are not vulnerable to NDM changes as they fetch information from other sources like the Internet.
ECD deals with modified, wireless GPS signals.

4.4ECD Algorithm Design

ECD is aimed at singlantenna receivers. Its spoofing mitigation algorithm object is to identify all
localization solutions. It is based on CD because 1) CD has improved noise tolerance compared to
classical receivers, 2) CD is talie for snapshot receivers, 3) CD is not susceptible to navigation
data modifications, and 4) CD computes a location likelihood distribution which can reveal all likely
receiver locations including the actual location, independent of the number of spubfedléipath

signals. ECD avoids all the spoofing pitfalls and signal selection problems by joining and
transforming all signals into a location likelihood distribution. Therefore, it defeats the top two GPS
spoofing signal attack@&ichelberger, Robust Global Localization using GPS and Aircraft Signals,
2019)

Relating to the % point, spoofing and multpath signals arsimilarf r om a r ecei ver 6s
Both result in several observed signals from the same satellite. The difference is that multipath signals
have a delay dependent on the environment while spoofing signals can be crafted to yield consistent
localization solubn at the receiveil o detect spoofing and multipath signals, classical receivers can

be modified to track an arbitrary number of signals per satellite, instead of on($.8n8haukat &

al., 2016) In such a receiver, the set of authentic sighai®ie signal from each satellitewould

have to be correctly identified. Any selection of signals can be checked for consistency by
verification that the resulting residual error of the localization algaris exceedingly small. This

is a combinatorically difficult problem. Far satellites andn transmitted sets of spoofed signals,

there ardm+ 1)" possibilities for the receiver to select a set of signals. @nly 1 of those will

result in a consisnt localization solution, which represents the actual locationnasgoofed
locations. ECD avoids this signal selection problem by joining and transforming all signals into a
location likelihood distributior{(Eichelberger, Robust Global Localization using GPS and Aircraft
Signals, 2019)

ECD only shows consistent signals, since just a few signals overlapping (synced) for some location
hypotheses do not accumulate a significant likelihood. All plausible receiver locatgwen the
observed signals have a high likelihood. Finding thesecations in four dimensions, space, and
time, is computationally expensiyBissig & Wattenhoffer, 2017)

To reduce the computational load comparing to exhaustively enumerating all the location hypotheses
in the search space, a fast CD leveraging branch and bound algorithm is emmjerlberger,

Robust Global Localization using GPS and Aircraft Signals, 20883ribes the modifications to the

B&B algorithm for ECD in copious detail in chapter 6. Eichelberger also discusses acquisition,
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receiver implementatigmnd experiments using the TEXBATtdbase. One of the key points under
the receiver implementation concerns correlation of C/A codes.

The highest correlation is theoretically achieved when the C/A code in the received signal is aligned
with the reference C/A code. Due to the psetatadlom nature of the C/A codes, a shift larger than

one code chip from the correct location results innadorrelation value. Since one code chip has a
duration of 1/1023 ms, the width of the peaks found in the acquisition vector is less than 2% of the
total vector size. ECD reduces the maximum peak by 60% in each vector. A detection for partially
overlappingoeaks prevents changes to those peaks. Reducing the signal rather than eliminating it has
little negative impact oaccuracy Before using these vectors in the next iteration of the algorithm,

the acquisition result vectors are normalized again. This reduces the search space based on the prior
iteration(Eichelberger, Robust Global Localization using GPS and Aircraft Signals,.2019)

4.5 ECDand ADS-B capabilities

ADS-B ubiquitously uses GPS location and signal receiver technologies:BAIHS an extremely

high dependency on communication and navigation (GNSS) systems. This is a fundamental cause of
insecurity in the ADSB system. It inherits the vulnerabilities @fose systems and results in
increased Risk and additional thre@iéichols R. K., 2020)(Nichols R. K:P., 2019) Another
vulnerability of the ADSB system is its broadcast nature without security measures. These can easily

be exploited to cause other threats such as eavesdropping aircraft movement with the intention to
harm, message deletimn d modi fi cati on. The -bogrdtraespodderisd e p e n
also considered a major vulnerability, which is shared by the SSR. This vulnerability can be exploited

by aircraft hijackers to make the aircraft movements invigBiesyairah, 2019)

ICAO has stressed including provisions for the protection of critical information and communication
technology systems against cyberattacks and interference as stated in the Aviation Security Manual
Document 8973/8ICAO, 2021) This was further emphasized in ATM Security Manual Document

9985 AN/492 to protect ATMs against cyberattagk3A0O, 2021) There is a current IEEERBAR

standard in the works (proposed 25 April 2023 by SC 5ontbelfal i ng systems) en
Standard for Selhealing GPS Navigation Signals that have been Jammed, Spoofed or otherwise
Degraded. 0o

Strohmeier, et alStrohmeier, 2015and Nichols, et alNichols R. K-P., 2019have both outlined

a set of security requirements for piloted aircraft and unmanned aircraft, respectively. Here are the
combined security requirements for the ABSystem coordinated with the standard information
security paradigm of CIA:

1 Data integrity- The system security should be able to ensure that-BDi&ta received by
the ground station or othé&/C or UAS (if equipped) are the exact message transmitted by
the A/C. It should also be able to detect any malicious modification to the data during the
broadcast.

1 Source integrity- The system security should be able to verify that the BD®@essage
received is sent by the actual owner (corA@) of the message.
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1 Data origin (location / position fix) authenticatierThe system security should be able to
verify that the positioning information in the ABEBmessage received is the original position
of the A/C at the time of transmission.

1 Low impact on current operationsThe system security hardware / software should be

compatible with the current ADB installation and standards.

Sufficiently quick and correct detection of incidents

Secure against@® attacks against computing power

System security functions need to be scalable irrespective of traffic density.

Robustness to packet loss

= =4 A A

Vulnerability in this section refers to the Ryan Nichols equations for information Risk determination.
A vulnerability is a weakness in the system that makes it susceptible to exploitation via a threat or
various types of threaidNichols R. K:P., 2019) ADS-B system is vulnerable to security threats.

The Risk Assessment is covered in CHAPTER 3: SPACE ELECTRONIC WARFARE, SIGNAL
INTERCEPTION, ISR, JAMMING, SPOOFING, & ECD (NICHOLS & MAI) ¢R.K.Nichols &

et.al.,, 2022) It is also discussed briefly iIRHAPTER 10: SPACE ELECTRONIC WARFARE
(NICHOLS) an upcoming textbook accepted for publication September @02Bols & Carter,
CHAPTER 10: SPACE ELECTRONIC WARFARE (NICHOLS), 2023)

ADS-B principle of operation, system components, integration and operational environment are
adequately discussed in Chapter 4(Bfisyairah, 2019)The ADSB system broadcasts ABS
messages containir/C state vector information and identity information via RF communication

links such asl090 Extended Squitter Data LifkO90ES, UAT, or VDL Mode 4. The broadcast

nature of the wireless networks without additional security measures is the main vulnerability in the
system(R.K. Nichols & Lekkas, 2002Neither ADSB messages are encrypted by the sender at the
point of origin, nor the transmission links. There are no authentication mechanisms based on robust
cryptographic security protocols. The Ih&rdO (Al
is no cryptographic mechanism implemented in the ADfrotocol (Airports Authority of India,

2014)

All-purpose Structured EUROCONTROL Surveillance Information eXchange (ASTERIX) is a
binary format for information exchange in aviatiqEUROCONTROL, 2016)ADS-B data is
encoded into ASTERIX CAT 21 format and transmitted by AB8quippedA/C to ADS-B ground
stations. And decoded into usable form for ATC use. The ASTERIX format decoding guidance,
source code and tools are widely available in the public dofBasyairah, 2019)

ADS-B encoding, and broadcast are performed by either the transponder (for 1090ES) or an emitter
(for UAT/ VDL Mode 4) on board tha/C. Therefore, the ADS®B aircraft surveillance is dependent

on the orboard equipment. There is a vulnerability (not cyber or spoofing) whereby the transponder
or emitter can be turned off inside the cockpit. Obviously Attie becomes invisible and SSR and
TCAS operation integrity is affected.
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ADS-B is an integrated system, dependent on abaard navigation system to obtain information

about the state of th®/C as well as a communication data link to broadcast the information to ATC

on the ground and other ABE equippedA/C. The system interacts with external elements such as
humans, (controllers and pilots) and environmental factors. The integrated nature of the system
increases the systemdés vulnerability. The vulr
obtain A/C positioning nformation are inherited by the systerWulnerabilities of the
communications links are also inherited by the ABSystem(Busyairah, 2019)Eichelberger,

Robust Global Localization using GPS and Aircraft Signals, 2qT8g Royal Academy of
Engineering, 2011)

The broadcast nature of AEES RF communication links without additional security measures
(cryptographic mechanisms) enables the act of eavesdropping into the transmission. Eavesdropping
can lead to serious threats such as targeting spéé¢@ianovement information with intention to

harm theA/C. This can be done with more sophisticated traffic and signal analysis using available
sources such as Mode S and ASB&apable opesource GNU Radio modules or SDR.
Eavesdropping is a violation of confidentialégd compromises system secu(Bysyairah, 2019)

Datalink jamming is an act of deliberate / ndeliberate blocking, jamming, or causing interference

in wireless communication@R.K. Nichols & Lekkas, 2002)Deliberate jamming using a radio
jammer device aims to disrupt information fl¢gmessage sending /receiving) between users within

a wireless network. Jammer devices can be easily obtained as COTS {8trickmeier, 2015)

(R.K. Nichols & Lekkas, 2002)Jsing the Ryan Nichols equations, the Impact is severe in aviation
due to the large coverage area (airspace) which is impossible to control. It involves safety critical
data; hence the computed Risk / lethality level is iRRHK. Nichols & Lekkas, 2002jBusyairah,

2019) The INFOSEC quality affected is availability because jamming stop&AGeor ground
stations or multiple users within a specific area from communicating.

Jamming is performed on ABB frequencies, e.g., 1090MHz. Targeted jamming attack would
disable ATS at any airport using ATC. Jamming a moWrg is difficult but feasiblgStrohmeier,

2015) ADS-B system transmitting on 1090ES is prone to unintentional signal jamming due to the
use of the same frequency (Mode S 1090 MHz) by many systems such as SSR, TCAS, MLAT and
ADS-B, particularly in dense spa¢Busyairah, 2019Not only is ADSB prone to jamming, so is
SSR(Adamy D. , 2001)

Apart from GNSS (positioning source for AEE jamming, the main jamming threats for the ADS
B system include GS Flood Denig&SFD)andA/C Flood Denial.The GSFD blocks 1090 MHz
transmissions at the ABB ground station. There is no difficulty in gainipgoximity to a ground
station. Jamming can be performed using apower jamming device to block ABB signals from
A/C to the ground station. The threat does not target indiviil@l It blocks ADSB signals from
all A/C within the range of the groursdation. A/C flood denialblocks signal transmission to the
A/C. This threat disables the reception of ABSN messages, TCAS and interrogation from
WAM/MLAT and SSR. It is exceedingly difficult to gaproximity to a moving A/C. The attacker
needs to use a highowered jamming device. According @@. McCallie, 2011)these devices are
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not easy to obtainThe jamming function will be ineffective as soon asA%€ moves out of the
specific range of the jamming devidxetterattempts camactuallybe made from within tha/C.

ADS-B signal spoofing attempts to deceive an AB&ceiver by broadcasting fake AEESsignals,
structured to resemble a set of normal ABSignals or by rdroadcasting genuine signals captured
elsewhere or at a different time. Spoofing an ABSystem $ also known as message injection
because fake (ghost)C are introduced into the air traffic. The vulnerability of the systdmaving

no authentication measures | mplienablesttresdhreat.t t
Spoofing is a hit on theecurity goal of Integrity. This leads to undesired operational decisions by
controllers or surveillance operations in the air or on ground. The threat affects both AD&d

OUT systemgBusyairah, 2019)Spoofing threats are of two basic varieties: Ground Station Target
Ghost Injection / Flooding and Ground Station Target Ghost Injection / Flooding.

Ground Station Target Ghost Injection / Flooding is performed by injectingBBignals from a
single A/C or multiple fake (ghost)\/C into a ground station. This will cause single /multiple fake
(ghost)A/ICt o appear on the contr ol | eAirddast TangetiGkostn g
Injection / Flooding is performed by injecting ABBSsignals from a singlé&/C or multiple fake
(ghost) A/C into an airplane in flight. This will cause ghost A/C to appear on the TCAS and Cockpit
Display of Traffic Information screens in the cockpit to go irrational. Making the situation worse, the
fake data will also be used by lmirne operations such as Airborne Collision Avoidance System
(ACAS), Air Traffic Situational Awareness, In Trail Procedwrd others for aiding A/C navigation
operation@Busyairah, 2019)

An A/C can be made to look like it has vanished from the ADiSased air traffic by deleting ADS

B message broadcast from th&C. This can be done by two methods: destructive interference and
constructive interference. Destructive interference is performed by transmitting an inverse of an
actual ADSB signal to an ADSB receiver. Constructive interference is performed by transmi#i
duplicate of the ADSB signal and adding the two signal waves (original and duplicate). The two
signal wavesmust be of the same frequency, phase and travelling in the same direction. Both
approaches will be result in discarded by the A& ceiver as corrugBusyairah, 2019)

ADS-B message modification is feasible on the physical layer during transmission via datalinks using
two methods: Signal Overshadowing and-Bfiping. Signal overshadowing is done by sending a
stronger signal to the ADB receiver, whereby only the strger of the two colliding signals is
received. This method will replace either the whole target message or part of it. Bit flipping is an
algorithmic manipulation of bits. The attacker changes bits from 1 to O or vice versa. This will modify
the ADSB messge and is a clear violation of the security goal of IntedB8tyohmeier, 2015)his

attack will disrupt ATC operations &/C navigation.

4.6 ECDMit igation Plan

To prove the viability and robustness of ECKBU devised an ECD mitigation plan requiring
simulation only.The intention of the plan is to gather data in a scenario that is challenging but is not
intended to establish future testing standards or criteria, nor is it sufficient to demonstrate the
effectiveness under all threaHight testing wasiot conductedecausehe level of maturity of the
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systemfunding, and competing workloads in the ASSURE44 project. The mitigatiordetegloped
was:

1. Egaldish a base case scenario inugban location.
A. Scenario will be transporting vital organ delivery by UAS between hospitals during
4-hour max transport time to be used for patient life support. [FAILURE =
COMPLETE FAILURE OF MISSION]
B. Organandcarry case weight 5 Ibs
2. Egadish 3i5-mile route based on 1 satellite GPS datasetadish routing and
performance characteristics for successful delivery run
3. Egalish Spoofing case where 2/3 satellites are sending ghost signals that change GPS
received signals to show / command UAS false route.
A. False Route change must be significant enough to cause Failure of Mission (20%
deviationin heading and measurable if real time visual display.
4. Engage ECD as countermeasure:
A. detect / differentiate all three satellites ECD must indicate correct satellite and
reject 2 false ghosts
B. mitigate route deviation (return to correct mission route) to meet life mission time
and delivery specs
C. recover correct signals and log same
5. Collect as much supplemental data from each interaction to be used to perturb parameters
and/orverify ECD perform to 4AC above.

It is understood that datasets will be batch rdie ERAUteam creatd the required signals and
case datasets to send to Manuel to be run in his ECD models. Mantrekults tahe ERAUteam

for additional simulations and verification that ECD solved theClgoals. In addition to proof of
concept, datavascollected to estimate in flight, reime use of ECD effectiveness in further studies
(Semke, Ranganathan, Nichols, Moncayoh, & Park, A11L.UA88Blitigating GPS and ADB
Risks for UAS Task 4: Test Plan and Report, June 2023)

Theintegration of the ECD Algorithm to the ERAU Simulation Environniest been a collaborative

effort (H. Moncayo, Yanke, C., Yuetong, Li.,, 2020)The ECD algorithm requires 1/Q €n
phase/quadrature) GPS signals. ERAU simulation environment did not have the capability to emulate
the GPS waveform. Therefore, to accomplish integration of ECD into the ESE, a MATLAB code
was written to achieve the godlgenerating the GPS waveform data in the form of I/Q signals. This
data resembles the received signal from an actual GPS satellite. The data produced by this code is an
accordance with K&sPS200L (Space and Missile Systems Center (SMC) Navstar GPS Joint
Program Office, 7 March 2006)The following provides a general description of the different
components of the process of generating the 1/Q data as shéiguie42.
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Figure42. Process of generating 1/Q data for a GPS receiver

In practice, the data sent in the GPS signals is either computed onboard the GPS Space Vehicle (SV)
or transmitted to the SV by means of a GPS ground station. For simulation purposes, this data needs
to be known before creating the signal and thus muse ¢rom an existing real GPS reception. Most

of the data in the navigation message is ephemeris, almanac, clock, and health data along with
correction coefficients regarding the ionosphere and clock data. Ephemeris data contains information
regarding the S'¢ orbital parameters. This information was obtained from two sources. The almanac
data was downloaded from the CelesTrak weh@igbestrak.org, 2023)and the ephemeris and
correction data were downloaded from NASA's CDDIS weldsiielis.nasa.gov, 2023This data

comes in the form of Receiver Independent Exchange (RINEX) format files. The MATLAB code
reads both files and stores pertinent data in a data structure for all relevant SVs. The SV produces
binary navigation data onboard with a frequency oH20This encoded navigation data is a series

of 1s and Os and contains various information regarding satellite ephemeris data, signal health data,
correction data, etc. The data is in thegacyNavigation (LNAV) format. Then, in accordance with
section 2@ in ISGPS200L (IS-GPS200G, 2013)the navigation message is then created as 37500

bits long and takes 12.5 minutes to transkdure43illustrates an example of the code plotting the
localization of the GPS Satellites and the receiver using RINEX format files.
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Figure43. Example of plotting GPS Satellites and Receiver Localizations

The GPS data typically contains a train of Binary Phase Shift Key (BPSK) modulated in binary bits
and further modulated to a 1575.42 MHz carrier wave. The I/Q signals refer to two sinusoidal signals
that are 90 degrees apart in phase (i.e., sine and rdsireder for the receiver to identify which

SV signal is being received, the navigation data is modulated with two types of PRN codes. The PRN
codes are created using 10 and 12 stage shift registers. The BPSK modulation is performed with
MATLAB bitxor() command. These codes are a higher frequency bit train produced by the SV
themselves and each SV has its own unique PRN code. The two types of codes are coarse acquisition
C/A and Precise (P) as illustratedrigure44. The C/A code has a total length of 1023 bits and is
sent with a frequency of 1.023 MHz The P code has a total length of 228.922848 terabits and is sent
with a frequency of 10.23 MHz After the navigation messageaddulated with either of the two

PRN codes, it is then modulated onto the L1 carrier wave. The signal that gets the P code modulated
data is called the iphase and the signal that gets the C/A code modulated data is called the
qguadrature. If multiple sigis are being created, then the signals are summed together to represent a
single signal reception from a receiver. After the two modulations with the PRN codes are performed,
the L1 carrier wave is modulated with these binary data trains for creatihgritie€) data. The data

is finally written to a binary file due to the large size of the resulting data Figsre43 illustrates

the process of generating 1/Q binary data from C/A Code and P Code using the available LNAV data.
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Figure 44 shows an example of the code output generating a signal representation of the Q data
associated to a frequency and phase characteristics of the GPS information obtained by the receiver.

It is important to notice that the Q data signal, as illustrat&igure45, is prone to spoofing attacks

that in consequence would change the actual estimation of the localization provided by the receiver.
This attack can be simulated by adding a new signal to the Q date which would result in a change of
phase and frequency pries of the localization signal.

C/A CODE (1.023 MHz) Q Data
ML D W
101010110
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Figure44. lllustration of the Generation of I/Q binary data using C/A and P codes.
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Figure45. First 10 microseconds of Q data. Red lines are C/A chip width.

The researcteams have performed in an exemplary way to prove the value of ECD value as a GNSS
/| GPS / ADSB Spoofing and pramming countermeasure for attacks against navigation
communication signals. In 2022, because of the difficult nature of the data develof@ment
dimensions, time, ephemeris, satellite, and ground station considerations) and building a model for
simulation ab initioit wasdecided to not spend funds or time on flight testing. They chose a difficult
case to solve assuming a complgitaulation model could be achieved in the schedule and funds
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allotted. Theoretically and from published data the case was prq#blhelberger, Robust Global
Localization using GPS and Aircraft Signals, 20@®)X.Nichols & et.al., 2022)

However, imposing batch runs and delayed communications eventually took its tiod teams.

There were many communications between principals. The problems identified seems to be the APIs
were not fully compatible, IQ samples and the simulation omits some phenoBwhaeams were
working frantically to prove the technology, and both left with a positive frustration that ECD was

in fact a sustainable and effective countermeasure.

4.7 ECDResults and Recommendations
Thesummary of the results obtained in the ECD research are:

1. For Task 4theresearch and simulation activitieere closeaut of necessity and schedule
of principals. KSUERAU jointly have not lost faith or interest in the ECD cowsjgnofing
technology.

2. Task landTask 2 showed the viability and power of ECD to do three things that other
countermeasure technologies cannot do in entirety: A. Detect Spoofed communication /
navigation signals in four or more false satellite transmitters; B. Usingte@iitigate the
false and true signals (eliminating the false and exposing the anck)C. recover the true
signals in all risk conditions especially BVLOS flight.

3. Afunctional GPS simulation model has been created by ERAU which needs to be modified
to explicitly prove the ECD validity. Adju
to be performed. However, the ERAU model is viable. ERAU has accomplished dagkea
with its simulation approach.

4. KSU-ERAU both agree thdhe researchee on the verge of a huge success in terms of
ECD as a countermeasure to reduce the potentially-risghor catastrophic effects of
Spoofing and prgamming of GNSS/GPS/ADS8 navigation signals in air, land, and sea
scenarios. This is true for both comrmeial and military operations.

Theresearchermintly recommend:

1. Continuation and completion to success of the ERAU ECD simulation efforts,

2. Funding via ASSURE sources,

3. Flight testing(perhaps along the lines of the recent NIST 3.3 Cyber Challenge which
addressed Spoofing and demonstrated it on SUAS/ UAS or via Task force partner facilities
and

4. Submission of results as PAR for an FAA or NIST or IEEE standard

5. DEVELOPMENT AND IMPLEMENTATION OF OPTICAL FLOW AND

GEOMAGNETIC NAVIGATION

GNSS currently representthe core of accurateand reliable positioning, navigation, and timing
information for navigation systems, spanning both manned and unmanned opefaeomsstwell-
knownGNSSistheGPS accompaniety othernet workssuchasGLONASS,Galileo,andBeiDou.
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More specifically, GNSS has becomecrucial in localization methodologies for applications in
aviation, maritime, and terrestrial domains

Furthermore, GNSS has become increasingly vital for UAV operations due to the growing demand
for precision and automation across various applicatioi#svs rely heavily on GNSS signals to
provide real time, accurat@ositioningandnavigationinformation, enablinghemto performtasks
autonomoushand efficiently. Inparticular, GNSShasplayeda crucial role in the developmentf
advancedhutopilotsystems, missioplanning,andgeofencingcapabilitieswhich havesignificantly
enhancedhesafety reliability, and performance of UAVSs.

In urban environments, the importance of GNSS for UAVs is further amplifisctities continue
to grow ancevolve,UAVs arebeingincreasinglydeployedor awide rangeof applicationssuchas
delivery services, emergenciesponse nfrastructureinspection,and traffic management.The
complexityof urbanenviromments,characterizedy densebuildings,infrastructure and population,
presentsiniquechallengegor UAV navigation. Thereforereliableoperationsareessentiafor UAVs
to safelynavigateheurbanlandscapeavoid obstacles, and maintaitasle flight paths.

However, GNSSsignalscan be degradeddue to numerousfactors,including signal blockageor
interference inurbanenvironmentsnatural phenomenas magnetosphereterferencedue solar
flares,andintentional jamming or spoofing attack¥he degradation of GNSS signals can lead to
reduced accuracy and reliability, posing significant challenges for the safe and effective operation of
UAVSs, particularly in urban environments where the demand for UAV services is on the rise.

To ensurethe continuedsafeandefficient operationof UAVs in GNSSdegradedenvironments, its
essentialo develop navigation methods and technologies that can compensate for the reduced quality
of GNSS signalsGNSSDegraded\avigationfocuseson the developmentindimplementatiorof
suchmethodsand technologies, which enable UAVs to maintain accurate positioning and navigation
capabilities even when GNSS signals are partially compromised or degraded.

These GNSS Degraded Navigation solutions often involve the integration of various sensors,
algorithms, anccommunicationtechnologieswhich togetherprovide a more robustand resilient
navigationsystem.By incorporatingthesesolutions,UAVs can continueto operateeffectively in
variousapplications suchas searchand rescue missions, infrastructure inspection, surveillance, and
urban air mobility, even in challenging urbanvironments where GNSS signal quality may be less
than ideal.

The following sectionwill presentthe study and developmentof Optical Flow integration and
GeomagnetidNavigation as enhancing options for GNSS degraded environmirgse techniques
will be explored to enhandde reliability andaccuracyof UAV navigationsystemsvhen GNSS
signals are compromised.This researchwas supported by the integration and assessment of
simulation tools due to its importance in assesiagerformancendeffectivenessf theproposed
enhancingstrategiesindervariousconditions andgcenarios. Thisomprehensivapproachaimsto
provide a robust analysisfor maintainingthe safe and efficient operation of UAVs, even in
challenging GNSS degraded urban environment
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5.1 UAV Guidance Navigation and Control Framework

This section introducesUAV Guidance, Navigation, and Control (GN&C) framework designed to

be compatible with both simulated and physical implementatidris®e primary objective of
incorporating a simulation environment is to accurately recreate various conditions that affect the
operation of a UAV, considerirthee n v i r o mtnmsicochagasteristicandconstraintaimingto
costreductionn thepre- analysis of the scenarioBactors such as weathenditions, environmental
forces, obstacles, dynamic interactions, and vehicle operation within the environment, given its
GN&C systems, are considered.

Thesimulationdesignis intendedo accuratelyrepresentonditionsin UAV -simulatedapplications,
facilitating the evaluationof performancesafety,andreliability of the systemunderexaminationor

investigationln subsequerdectionsanin-depthunderstandingf thecompletedJAV GN&C system
will be provided by exploringits core componentswhich encompasghe Virtual Environment,
GN&C, prior the introduction to the studied enhanactrgtegies.

5.1.1Virtual Environment

Gazebowasselected as the simulation environment for this project due to its robust physics engine
andversatilentegratiorwith algorithmdevelopmenplatformscommonlyusedn UAV development.

This softwareis an openrsource3D roboticssimulatorthat offersrealisticrenderingof environments

and objects,as well as accurate simulation of physical properties, such as gravity, friction, and
aerodynamics.It allows usersto create complex virtual worlds with various environmental
conditions,enablingthe evaluationand testing of robotic systems, including UAVS, in a controlled
and safe manner.

By |l everaging Gazebods capabilities, it is pos
and control algorithms with emphasison enhancing GNSSbased operationsand test their
performanceunder awide rangeof simulatedconditions. The seamles@tegrationof Gazebowith

popular developmentenvironments and frameworks, such as Robot Operating System, PX4
Autopilot, and Matlab/Simulink, further enhances its applicability for UAV development projects.
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Figure4®6. Virtual Environment Models

Customenvironmentscan be designedto meet specific mission requirementssuch as building
inspections, packagdelivery, and surveillance,among others. Figure 46 depicts the custom
environmenandUAV model integratednto the simulationby the ERAU team. Concurrently,a
polygonal model of the area, as illustrated iRigure47, was created to simulate shadowing and
multipath effects on GNSS signals using -teacing collisions, thereby generatingdegraded
conditionsfor subsequenassessmentsf the proposed enhancing strategies under the defined
conditions.

GPS Visible Satellites

’ m
X (m) ym) East(m)

North(m)

Figure47. GNSS Signal Modeling for Shadowing Multipath Effects

Finally, the vehicleds i nter aGN&CaeystensAmhoi de s
operating systemetwork is employed as the communication link between sensor plugins and MAT
LAB/Simulink, which runs the flight control algorithm3his seamless integration ensures accurate
data exchangandreattime processing, facilitatinthe developmenandtestingof GN&C systems.

The subsequerdgubsectionsvill delveinto thedetailsof theseinterconnectedomponentsis
presentedn

Figure48, explaining on their roles and interplay within the virtual environment.

99

t



|
1 ;
Guidance and Control ! ymotor cmd '
Navigation Y System [ AR oD
TR T ;-2--q  Vehicle model
A :

.
- : : - GAZEBO

Failure
module

B Il )
- e o e E R Ee e e e e R R e e | /raw imu

£C0000000000000000300006000000000000C00000000000003000030006300003 :..........................E..............u.............g q
: , - _»ubuntu

1
I
| 1
I |
I |
1 |
I |
1 £
- : GPS model K-
o :
| |
1 |
1 |
I |
]
I
I

Figure48. Simulation Architecture Baseline

5.1.2Guidance

Themethodologyemployedor generatinghetrajectoryreferencdor theautonomousavigationof

theUAV in question is based on a set of rules that require a given set of input waypoints. The vehicle
is expected to addressesewaypointssequentially,ensuringa coherentand continuouspath for
navigation. As illustrated inFigure 49, the U A V drajectoryis determinedby connectingthese
waypointswhich serveasreferencepoints for the autonomous guidance system.
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Figure49 .UAV Reference Trajectory and Waypoints

By following the predefined sequence of waypoints, the UAV can navigate through complex
environmentswhile adheringto mission objectives andoperational constraintsThis guidance
methodology, agonsideredn this researchpffers a flexible and modularapproachto trajectory
planning.lt is well-suitedfor acontrol architecture that performs effectively under degraded GNSS
conditions, thus allowing for easy adaptation amgtimization based on specific mission
requirementandenvironmentatonditions.
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5.1.3Navigation System

Theobjectiveof thenavigationmoduleis to accuratelydeterminghev e h i positiergvelocity,and

attitude in reatime. This information is critical for safe and efficient operation, as it enables the

UAV to navigate autonomouslyithin its operationabnvironmentandfollow thedesiredrajectory

providedby theGuidance moduleThe Navigation module processes data from various sensors, such

as Global Navigation Satelli®ystenreceivers|MUs, andpotentiallyothersensordike camera®r

LIDAR as it will be further discussedBy fusing and filtering this data, the Navigation module
generates reliable estimates of ctontel mddulg os st a
generate appropriate control inputs that ensure the UAV adheres to the guidance trajectory while
maintaining gahlity and robustness in the presence of disturbances and uncertainties.

The baselinearchitecturefor the navigation systemconsistsof a loosely coupled integration of
INS/GNSS(Titterton and Weston 2004)sing an Extended Kalman Filter (EKF) as presented in
Figure 50. This approach provides robust navigation performance even in degraded GNSS
conditions. The following sections will elaborate on the essential components of this navigation
system, starting with the Inertial Navigation System (INS), followed byEKE and the 15state
Pinson error model used for the state estimation of the vehicle.

INS/GPS Integration

Inertial Navigation System
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Figure50. INS-GNSS loosely coupled integration

The INS is a self-containednavigationtechniquethat usesmeasurementgro- vided by anIMU to
estimatethe position, velocity, and attitude of a vehicle (Titterton and Weston 2004)he INS
mechanizatiorequationsarederivedfrom N e wt dawsibfsnotionandareimplementedisingthe
| MU deasurementsf linearacceleratiorandangularvelocity. Asdepictedn Figure51, the INS
comprises set of accelerometers and gyroscopes that sense motion dithezesional space.
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The INS mechanizatiorequationsusing a referenceframe can be expresseds follows using the
inertialframe mechanization:

0w Yo ] w Q p
0 o C
Y Y o
T i n
i T n T
n n m

In thesesetof equationsw representshe derivativeof the velocity vectorin the Inertial frame."Y
is the rotatiormatrix thattransformsa vectorfrom the bodyframe(b) to theinertial (i), © denotes
the specific force (linear accelerationyectorin the body frame,) refersto the vehiclerotation
vector, Q standsfor the gravity vectorin theinertial frame, 0 signifiesthe derivativeof the position
vectorin theinertial frame,’Y is the derivativeof the rotationmatrix thattransformsa vectorfrom
the body frameto the inertial frame, denoteghe skewsymmetricmatrix representationf the
angularratevector  in thebodyframe,andfinally, p, q,r representsheroll, pitch, and yawates
of the vehicle in thebody frame,respectively.Thesenotationsand the correspondingequations

describethe basicINS mechanizatiorprocess consideringthe specific forces and angularrates
measuredby theIMU in thebodyframe,withoutconsideringth&€ ar t hés r ot ati on r at

The EKF is awidely usedestimationtechniquethatrecursivelyupdateghe state estimate based on
noisy sensor measurements and a nonlinear system (Gadpbration 1974)The EKF incorporates

a linearized version of the system model and uses the following common set of equations for
prediction and update steps:

Prediction:
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Update:

b 0g O 00g O Y X
W Wy L a Qow, P
0g OO0 U W

Here,f andh are the nonlinear process and measurement models, respectively, anddO are
their respective JacobianBhe state estimate is denoteddywith the subscript denoting the time
index and the vertical bar indicating the prediction and update dteply, 0 and’Y correspond
to the process and measurement noise covariances respectively.

The nonlinear mathematicahodel usedo describethe vehicle dynamicén this researcheffort
corresponds$o the 15error Pinson modg(Titterton and Weston 2004yvhich is a weHegalished

error model widely used for designing and analyzing the performance of Inertial Navigation System
aided by GNSS in a loosely coupled integration schehiés modelis particularly useful for
capturingheerrordynamicsof thesystemallowingdesigners to quantify the effects of sensor errors,
initial alignment errors, and other uncertainties on the estimated navigation Byategresenting

the navigation errors as a -Btement error state vector as follows, the moelehbés the
implementatiorof anExtendedKalmanFilter to optimally fusetheinformationfrom the GNSS and

INS and provide accurate navigation solutions.

1o 10 ¢ 0010 p
This state represents the errors in the position, velocity and attitude vectors, as well as including the
inertial measuremeninit sensobiasedrom the accelerometeandgyroscopeaespectively. Theerror

modelequationscapturethe effectsof sensomiases, scaléactorerrors, andoiseon the measured
specificforce and angular rate, represented as follows:

G O Yo TQ )

] T 10 i PG

where@ represents the measured specific acceleration in the body fiantenotes the true specific
accekration in thebody frame.Additionally,| & is theaccelerometer bias erreector inthe body
frame] istheaccelerometenoisevectorin thebodyframe, isthemeasuredngularatevector
inthebodyframe] s thetrueangularatevectorin thebodyframe] & representshegyroscope
biaserrorvectorin thebody frameand| @ is thegyroscopenoisevectorin thebodyframe.
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The description of sensor erra@sables the definition of navigation error equations, as it facilitates
the analysi®f errorcomponentandnoiseinfluenceson the equationsf motionand,consequently,

the propagatiorof the system.First, becausehe direction cosinematrix andthe Euler anglesare
calculatedbasedon gyroscopénformationthatincludesnoiseandbias, it is essentiato modelthe
errorsin therotationmatrix and angles as follows:

T % 1 A1 AMWY— |1 8'Y—
7 — ) I’]O %o~‘l “Y %o ~ (e
1T 1 1Y% YQa—6 % YQw—
Here,C and S corresponds the sine and cosine,jan- % [ are the attitude errors in Roll pitch
and Yaw. The error in the rotation matri¥ can be calculated by using the found angle errors

consequently. Regarding position and velocity states, the differential equations that describe the
states are:

10 1o
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Finally, thetermS‘:; corresponds$o the Skewmatrix errorin the forcesrotationfrom the bodyframe
to the inertialframedueto errorsin the gyroscopemeasurements-or this casethis only affectsthe
gravity pull, so this term can be represented as follows:
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By assuminga small angle rotation and no Earth rotational velocity, it is possibleto write the
required linear representation of the given set of states for its integration in the Kalman filter as
follows (Schumacher, n.d.; Gustavsson 2015)
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5.2 Control Architecture

A control architectures essentiafor a UAV to ensurestahlity, precision,androbustnessluring

flight operationsThe contr ol system is responsi bl e for
actuators irresponse to deviations from the desired trajectory or flight péitiis is particularly
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important for maintainingccuratenavigationandensuringthe safeexecutionof missionobjectives
in dynamicenvironments or under challenging conditions.

The controller selectionwas basedon an analysisperformedby the team (A. Cuenca and H.
Moncayo 2023) as illustrated in Figure52, and corresponds to a waypoint position control based
on fuzzy velocity referencingT hi s desi gn aims to enhance the
trajectory by dynamically adjusting its velocity reference according to the current distance to its
waypoint objective and GNSS signal conditio®s, employing afuzzy logic approachthe control
systemcanbetteradaptthosepositionmeasuremenincertaintiestesultingin improvedstahlity and
precisionduringflight operationsThesubsequergectionwill detailthevarious subcomponents that
constitute the comprehensive control scheme.

Flow logic Outer Loop Inner Loop

->| PIDvx }—vi _ $| PID roll |[ »
Att. 01([ > pID\.'\. ,|. :; PID pitch I Ll Control Motdr Speeds.

U3l PID yaw Iy Allocation

PIDz  |—1»
Follow r‘—‘

® Waypoint Vector ® Estimated Attitude
@ Estimated Position

Figure52. Position Control Scheme with Fuzzy velocity referencing

5.2.1Waypoint Control Flow Logic

The control architecture includes a Flow logic showRigure52, in order to attack the current and

next waypoint after its initialization, which involves taking off and maintaining attitude hold before
acquiring the initial waypointSubsequently, the next coordinates are obtained, and a yaw correction
is executed to orient the vehicle towards the next objective with the appropriate yaw angle direction.
The UAV will then followthe fuzzy controllercommandsasedon its distancefrom the goal until

its positionis met within a circular boundaryThis boundary is defined by evaluating the position
within a circle centered at the waypoint wéthivenradius RWhenthe UAV is within thisdistance,

it is consideredo havereachedhe oljective waypoint.

Uponmeetinghiscriterion,theUAV will holdits altitudeandattitudefor agivennumberof seconds.

After this period, the vehicle will acquire the next objective and iteratively execute the logic until all
waypoints haveébeenvisited. It is importantto note that this algorithm assumeso obstaclesare
presentetweentwo consecutivevaypoints,and as such, no obstacleavoidanceogic is included,
unlike the ACASxu system(M. J. Kochenderfer et al. n.d.)
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5.2.2Inner Control - Attitude

Owing to the inherent inghility of a UAV with a quadrotor cdifiguration, the first challenge in
achieving gabe flight involves defining an attitude control that will function as the inner controller.
This inner controllemust assesghe attitude error and producethe desiredforcesand moments
necessaryor vehicle control.Consequently, a collection &froportional Integral DerivativeP(D)
controllers is defined as follows:

t Q %o % Q %o % Q%o %0 P X
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The relationshipbetweenthe vehiclea ¢ t u adtationassgeedandthe momentsgeneratedy the
producedhrustis employedo determinghecontrolallocation.Assuminga quadrotorcorfiguration
with thebody frame aligned with the UAV frame in a NoEastDown orientation, it is ¢allished

3 ) Cp

Theinversionof thesesetof equationscombinedwith the integraton of the controllersfrom (R.
Hartley and A. Zisserman 20Q&pnstitutes the inner control with control allocatidris process
yields a solution for the required motor speeds.

5.2.30uter Control - Position

The control law of the outer loop istadished by setting the reference velocities, which are
generated by integrating fuzzyles within the turn and follow step3he reference angles for the
inner loop are then computed using a set of PIDs with feedback from the velocityreese. PIDs
are defined as follows:

Qi i i i KON i i C ¢
Finally, to account for the noise in the velocity measurements, a moving average with a sliding
window of ten measurementsvas incorporatedinto the PID controller ( A Ro b u st Waypo
Navigation Using Fuzzy Type 2 Control | eThe | | EE
outercontrollayergeneratesttitude reference commands for the inner control layer by associating
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the desired accelerations over t 28e Smalleangleo n 6 s
approximations are used under hovering conditions.
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The relation between the desired accelerations and the roll and pitch amdesnsed apresented
as(Mellinger, Michael, and Kumar 2014)
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Solving thesesetof equationsalgebraicallyfor the anglesin termsof the accelerationgrovidesa
relation between the required angles and on the reference positions:
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Once the reference angles are defined, together, these controllers create a comprehaonbiwstand
control system, allowing the UAV to navigate effectively and efficiently through its environment.
5.3Enhancing Strategies

This sectionwill targetthe integrationof optical flow and geomagnetigositioningas enhancing
strategies fothe U A V G¢avigationsystem.Thesemethodswere selectedrom a broadrangeof
alternativesincluding SLAM (Simultaneous Localization and Mapping), terrain navigation, LiDAR
(Light Detection and Ranging), compls&nsorfusion,andcomputevision approachesThechosen
enhancingtrategiegimto improvethe performancendrobustnessftheU A V davigationsystem,
particularlyin GNSSdegradeanvironments.
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Figure53. Enhanced INSSGNSS Loosely coupled Integration by Geomag. and Optical Flow Odametry

The proposed general architectuhestrated inFigure53, is defined on top of the scheme presented

in Figure50, which now incorporates both the optical flow and geomagnetic navigation as enhancing
strategies.This integrated approach aims to define a robust navigation solution by combining the
individual strengths of eashethod.Thearchitectureseamlesslyntegrategheinformationfrom the
opticalflow andgeomagnetic navigation systems with the existing guidance, navigation, and control
componentspreviously described,allowing for enhancedadapahlity and resilience. A detailed
examinationof this integratedarchitectureand the benefitsit providesto the U A V Gavigation
performancevill bepresentedh thefollowing subsections.

5.4Visual Odometry with Optical Flow

Optical flow can be considered as a valuable visual odometry tool for UAV navigation, providing a
means of estimating the vehiclebs motion based
time. By analyzing the apparent motion of features in the captured images, optical flow algorithms

can estimatet he UAVO6s relative position and velocit)
source of navigatiomformation.

The optical flow algorithms essentially analyze pixel motion betweerditmensional images as a
projection of the thredimensional motion of objects relative to the visual sen$be navigation
information obtainabléhroughopticalflow fieldsincludesrotationalandtranslationalelocities.In
the following sub sections, thesubcomponentsof the optical flow processwill be developed,

108



including the feature detection and tracking, optical flow vector determination, and velocity
estimation through camera models.

5.4.1Feature Detection

Feature detection and tracking algorithms are necessary in optical flow for navigation as they enable
the identificationand monitoring of distinctive pointsin a sequencef images therebyfacilitating

the computation of motion information from consecutive framé€lese algorithms are crucial for
ensuring that the optical flow process can reliably estimate the motion of objects in the environment,
which ultimately aids the UAV in determining its position and orientation relative to the surroundings
(Beauchemin and Barron 199™ong, Seneviratne, and Althoefer 2Q1BYy accurately tracking the
features over time, a more robust and consistent motion estimation can be achieved, which directly
translates into improved navigation performance for the YBdaramuzza and Siegwart 2008)

Variousalgorithmsfor featuredetectionare available,andtheir suitablity dependsn the specific
requirement®f differentapplications Someexamplesf thesemethodsncludethe ShiTomasior

good featuresto track (Shi and Tomasi 1994Featuresrom AcceleratedSegmentTest, Scale
InvariantFeatureTransform,and Speededp Robust Features corndfshao, Gu, and Napolitano
2014) The ShiTomasi algorithm was chosen for this project due to its robustness under orientation
changes and computational efficiency.

In the context of grayscale images, the-Bhimasi algorithm functions by calculating a corner
response functiofor eachpixel in theimage.Thisresponséunctionreliesontheeigenvaluesf the
imagegradient matrix, which represents the rate of change of image intensity in both the x and y
directions. Initially, the algorithm computes the image gradient using a filter such as the Sobel
operator. Subsequently, for each pixel the image,it forms a 2x2 matrix containingthe sum of
squareddifferencesof the gradientwithin a small neighborhood surrounding the pixdlhe
eigenvalues of this matrix are then determined, with their minimum value serving as a measure of
cornernesgHarris and Stephens 1988)
~ O HORG,
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In this context,w(u, v) representawindowingfunction,whichis sometime®quivalento one.As a
result, the trace and determinant are computed to find the vaRjendfich aids in determining as
illustrated in thd=igure54, whether the pixel is a corner or an edge as follows:

Y QQ06 O 0dQY op
QQY _ _ o
01 O®Q_  _ oo

109



.
“flat” region: “edge” : no change “corner” : significant
no change in along the edge change in all directions
all directions direction with small shift

Figure54. lllustration of Intensity use for Corner and Edge Detecti®nBradski 200Q)

Pixelswith alow minimum eigenvalueare classifiedas edgeswhereaghosewith a high minimum
eigenvaluareconsideredorners. Thalgorithmappliesathresholdo the cornerresponséunction,
selectingasetof strong corners to be used as feature points for further analysis.

5.50ptical Flow Navigation

In the contextof navigation, theraretwo methodscommonlyemployedor opticalflow calculation,
namely differentialmethodsand regionbasedmatching processeslin the specific contextof a
downwardcameraattachedo anUAV, differentialmethodsarethechoice,suchasthewidely used
LucasKanadeapproach.This methoctalculats thevelocity of featuresdetectecandtrackedacross
two consecutiveimagesby computing the flow from spatitemporal derivatives of the image
intensity or filtered imagelt is assumed minimal changestween the images, constant brightness,
and smooth spatial motion.

Consideringanimagedenotedas|(X, y), the followingimagederivedfrom a small motion canbe
represented as(x,y) =1(x+ u,y +Vv) whereu, v represent the displacement of thieel. The Lucas
Kanade method leads to the following optimization stateif@@ageik, Strohmeier, and Montenegro
2013):
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Where Ix(i, ), Iy(i, ) and (i, j) correspondo the partial intensity derivativesof the given pixel
I(i, j) andp and3 represents theearched optical flow values in the tadomensional plane.

By calculatingthe opticalflow for eachfeature |t is possibleto trackthe movemenbf thesefeatures

across subsequent imagé&sirthermore, the velocity information provided by the flow is integrated

with inettial measurements and camera models to transkte Znensi onal vel oci ti es
3-dimensional motion.
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5.5.1Pinhole Camera Model

An ideal motion estimation based on Optical Flow can be derived by considering a oaydeta
and the motion of objects in spadevo major approaches can be implemented for deriving motion
models:the pinhole image plane and the spherical imaging surface.

The pinhole camera model is a fundamental concept in computer vision and photogrammetry, which
providesa simple yet effective representation of the geometric relationship between a 3D point in the
world and its 2D projection onto an image plane as illustrated iRigwee55. This model is based

on the idea that light rays from a scene pass through a single point (the pinhole) before being projected
onto an image plane locatbdhindthepinhole(R. Hartley and A. Zisserman 2003) this model,

the transformatiorfrom the 3D world coordinatedo the 2D image coordinates can be described
mathematically by a perspective projection, which involves a series of coordinate transformations,
including rotation, translation, arsgaling.

World
Z  coordinate

l system
w Y

X

Camera
coordinate
system

R, t

Figure55. Pinhole Camera Model

Within the pinholemage plane approach, a given poui ¢y, d-) in the 3D camera body franke
is mappedantothe 2D image plang;. Given a focal lengtli, the mapping function from the camera
frame to the image plane is defined @&hao, Gu, and Napolitano 2013)

a w 1= (o0

The camera is situated within the coordinate frame x, y, z and has its own body frame aligned with
t he c aopiealaxed. Htherelativepositionof thecamerawithin theworld frameis known,an
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expression cabe defined for the projection of the pody dy, d. onto the image plane u, This is
referred to as the Forward Imaging Model.

Theidealopticalflow estimatesanbeacquiredhroughthederivativeof the previousequationsas:
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Assuming that the camera is mounted at the center of the UAV in a dowfagard position, the
optical flow can be extended to incorporate

expressior{Chao, Gu, and Napolitano 201@hao, Gu, and Napolitano 2013)
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In this expressionCy,,. representshe linear groundvelocity componentsu, v, w, the term Cy,.

accounts fothe angularvelocitiesp, g, r, Cp denoteghe 3D coordinateof any point in theimage
within theF¢ frame, and the terr@o, corresponds to the rotational cent&/ith the availability of
an inertial mechanization amiding positionestimationmethodssuch asGPS orevengeomagnetic
estimation, this modelanthen be formulated as follows:

| o — o), WE BRI
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56Eart hds Geomagnetic Field

Initially, the sourceaffecting the total magnetic fietlthn beclassified into two main groupsiternal
and externalasillustratedin Figure 56. Internalsourceseferto phenomenaccurringbelow the
surfacelevel, suchas thecore field and anomalyfield. In contrast,externalsourcesencompass
componentsinrelatedo ground effects, such as ionospheric and magnetospheric fields.
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Figure56. Sources contributing ne&farth magnetic fieldW. Freeden, M. Z. Nashed, and T. Sonar 2010)

Internalcontributiongo themagnetidield includethecoremagnetidield, accountingor aroundd5-

99%o0f thetotal measuredield, whichis inducedby electriccurrentsgeneratedy the movemenof
molteniron and nickebrounatheoutercore(Gubbins 2010)Complexsphericaharmoniamodelsof
thiscomponenareupdatecevery fiveyearsto accounfor seculawvariations(Jacobs 1985Alken et

al. 2021) Lastly,theanomalyfield, generatedy theconcentration omagnetizedocksintheEar t h 6 s
crust, provideshigh spatiatfrequencyinformationsuitable for mapbased navigation, especially at
lower altitudes, and accounts fob% of the total measured field.

Externalcontributiongto thetotal magnetidield, oftendenotedasexternalvariationsor disturbances,

occurin theionosphereand magnetosphererlhe solarradiationcreatesan electrically conducting

plasmain the ionospheréhatinducesa magnetidield, resultingin regulardaily variationsobserved

in magnetogram®f magneticquiet days (W. Freeden, M. Z. Nashed, and T. Sonar 2010)
Simultaneouslyyariationsoccurdueto magneticstormsfrom the magnetosphere, driven by solar
windscomposed of <charged particles t(Alexeevetnlt er act
n.d.)(Potemra 1984)

For air navigation, various studies have demonstrated the potential of magnetic fields-for geo
localization development( " Abs ol ute Postioning Using the Ea
Pr o Qu e s(Goidenbergd?00BA key observations thatthe magneticanomalyfield offersmore
accuratdocalizaion dueto its high-frequencycontent.This providesseveraladvantagesver other
navigationapproaches, as the anomaly field is independent of weather conditions and time of day.
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After understanding the main components of the total magnetic field, it is crucial to provide a detailed
mathematical description to isolate the anomaly field compon®en a magnetic field
measurement is takei,is necessaryo compensatéor all othercomponent®f the total magnetic

field to isolatethecrustalf i e ihfldelce.To achievethis, a generaimeasuremergquationcanbe
defined that includes all the possible sources previously mentioned, which contribute to the
observations:

0 i 6 i 6 i 6 b o 16 16 170 T

Equation40 describes any given magnetometer measurefiest, at a given coordinaté ,r, at
the timet, as a composition of the anomaly comporRat(d \ ,r) and its erroti Bus plus the Core
field componenBeord(d & , 1, t) andits errort Byre, plus the possible external variatidhs(d &, r, t),
plus the influence of the vehicle structief exists, and the sensor noiseand biash. Finally, a
mathematical descriptiaf eachof thecomponentss definedindependentlgincethetotalmagnetic
field canbe seenas a superposition of the individual influences presented iM&@Cuenca and
Moncayo 2021h)

5.6.1Mathematical Model

The core field, Beor(d ', 1, t), is well studied and currently described by the International
Geomagnetic Referenégeld (IGRF)model(Blakely 1996) Sabaka et al. 201%$abaka, Olsen, and
Langel 2002) This model comprisesa series of mathematicalrepresentation®f the internal
geomagnetifield andits annuakateof changeknownasseculawvariationsusingasphericaharmonic
analysis. This methodaimsto describethe core field mathematicallyfrom measurement®ver a
spherical shapelThe IGRFmodel presents the base equations of the spherical analysis and provides
the coefficientbasedn groundandsatellitedatacollectedoverseveralears.Themagnetidield is
definedin termsof amagneticscalarpotentialV, where B=- V. ThepotentialV is approximated

by afinite series as follows:

R o (‘b v~ T 1 1 ame~ 7w~ ¥ Yoo
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In Equation4], aistheE a r tradidsgs is theradiuscoordinateof the point of interestwith given
longitude , andco-latituded. ThecoefficientsQ and’Q arecalledGaussiarcoefficients,andd
(d) is the SchmidtquastnormalizedLegendrefunctionsof degreen andorderm (Davis 2004). The
latestiGRF13 modelprovidesthe low order Gauss coefficieri€¢ andQ for the core main filed, as
these initial t er ms r e pBlakedyd906). A$showgireFigyreST, thee c or e
powercontributionsof thefirst 10to 15 ordersareduetothecorefield (Alken et al. 2021)Thébault
et al. 2015)Davis 2004) It is importantto notethatthe magneticfield strengthis calculatedrom
thepartial derivatives of EG41, which is equivalent to the following derivatifDdavis 2004).
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The termd,,BsandB. correspond to the fieliatensity in local tangential coordinatéhe Legendre
polynomialsrelatedto eachharmonicarea setof orthogonalpolynomialsthatsatisfythe zeromean

andits solutionbecomesheR o d r i fgreuafragivenanindependentariablev (Butcher 2019)

(Davis 2004)

p Q .
¢ EAQU v P
The associated_egendrepolynomial relatedto the Legendrepolynomialsin Eq. 45 is defined
as:
Of U p O  — DU TQ
As denoted by different authgfSabaka, Olsen, and Langel 20qPavis 2004)it is required to use
the quashormalized associated Legendre polynomialschmeanghatEq.46 mustbenormalized.

In magnetianodeling the Schmidtquasi(semi) normalized formd is used and can be described as
follows:

. ¢E a A,
O 0 2 " 0: 0 T
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Recursiveformulas for the quasinormalizedassociated_egendrepolynomials are provided in
(Butcher 2019andas previously mentioned, the Gauss coefficients for different epochs are available
in the IGRF model.

115



P dipole

MAGSAT data
(mean altitude 420 km)

10°

107
10°

5
10°

Energy density (nT)~

crustal

0 field
10 QK =
; %\Q\j}{% - . Noise level
10 : . . VSRR R0
10 20 30 40 50 60 70

Order, n
Figure57. The energy density spectrum is derived from measurements of the geomagneficdiedid:
and Fichtner 2020)

It is crucial to note that a solution for the crustal magnetic field can also be obtained using spherical
harmonicswith high-order coefficients, as illustrated Figure57. Models like EMAG2 (Maus et

al. 2007)use Gauss coefficients from ordéto 740,calculatedbasednground satellite maritime,
andairborneobservationsashigh spatial frequency congments can be measured at lower distances.
These coefficients are available from publitatases such @ke National Oceanic and Atmospheric
Administration NOAA) (Langlais n.d.) However, these models are still incapable of providing the
high spatiafrequencyof wavelengthsequiredfor accurataavigation.Consequentlyjipcalor regional
magneticsurveysbecome more useful for constructing maps for geomagnetic navigation purposes.

5.6.2Regional Databases

One alternativeapproachto modelthe magneticfield, particularly for local regionswith refined
resolution, i9y measuringhelocalintensity, subtractinghe|GRFmodel,andaccountingor diurnal
variations.Thedaabasecanthenbeconstructeananuallyby extensivelymeasuringheareaof interest
and postprocessingo isolate the crustal influence, as shownFigure 58, for example. Some
research studies, such @&sanciani and Raquet 201@)ei et al. 2017)performed manual mapping
and compared the model with previous mappings to ensuretaidpys
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Figure58. Anomaly magnetic mapping by extensive aerial measurements.

The United StatesGeologicalSurveyconductggeomagnetisurveysto mapandmonitortheEar t h 6 s
magnetic field, which is essential fearious applications such as navigation, mineral exploration,
and geophysical researchhesesurveysarecarriedout usingairborne,marine,andgroundbased
platforms,providinghigh- resolutionandaccuratanagnetiadataof theE a r trast{Langlais n.d.)

The acquireddataare processe@ndmade availabl¢o the public throughthe USGSGeomagnetic

DataPortal,whichincludesmagnetianomalymaps and dabases.

Contour Interval “boundary” defined by..

Contour LINE (Diack) s

Grid Cell Edges (red)

Grid Cell Edges

Figure59. Grid representation of Magnetic databases and Contour(Bees/ 2007)

Commonly,overthese magnetic surveydatais collectedat specificgrid points,andinterpolation
techniquesareemployedto fill the gapsbetweenthesepointsaspresentedn Figure 58, creatinga
comprehensiveepresetation of the geomagnetidield in the surveyedarea. Eachgrid squareis
assignedan averagemagnetic value derivedfrom its corner points, resulting in a discrete
representationf the geomagnetisurvey,asdepicted in thd-igure59. Here, contour lines on the
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geomagnetic survey maps follow a steep shape determined by the smoothness of the grid resolution
(Berry 2007)

5.6.3Matching Process

The matching process is the mechanism by which geomagnetic measurements taken by the vehicle
are correlated with the geomagnetidzadla s e t o | nf er t hirethisvpeojedt,¢he e 6 s ¢
proposed matchingiechanisms the Iterative ClosestContourPoint (ICCP) (Cuenca and Moncayo

2021a) Thismethodassumeshata GNSS signais available evenif degradedandthatadditional
velocitymeasurementreprovided suchasthosefrom OpticalFlow VisualOdometry It isimportant

to notethatthisimplementatiorns notrecommendetbr deadreckoningscenariosasthelCCPprocess
heavilyrelieson the INS solution.In suchcasesmorerobust andsuitade approachesike Particle

Filtering (Cuenca and Moncayo 2023 GradientMatchingProcesgCanciani and Raquet 201&e
recommended.

The ICCP algorithm is a widely used method in geomagnetic contour mafetiarget al. 2020)

(Duan et al. 2019)It approximates the history of magnetic measurements to a possible path that
closely correlateswith the magneticstrength.In additionto requiringa geomagneticaabase,this
methodassumes thahev e h i 4l gdtienis sufficiently closeto the correspondingnagnetic
contourof the measurement. f this assumption does not hol d,
significantly reducedFurthermore, &learest Euclidean Distance Point (NEDP) algorithm is employed

to find the closest point on the measurensentour from the geomagnetic correction.
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Figure60. lllustration of the Geomagnetic Matching through Contour Point

Asillustrated inFigure60, the algorithm takes estimated poihts..,Is from an INS and uses ICCP
algorithm to determine the geomagnetic path closest to the magnetic measurements. Aftbvards,
NEDPalgorithmfinds ateveryiteration,thepositionthatbestmatcheshemeasurement contolime,
resultingin the My, ..., Ms geomagneti@osition estimates.This approximationwill determine the
position that shares the same contour line, from the geomagnetic map, as the Ral.p&h

Traditional matching methods have two main characteristics, searching strategy and correlation
length. The searchingtrategyis carriedinsideanuncertaintyareal , normallydefinedbythel NS 6 s
uncertainty which representts standarddeviationwithin a Gaussiardistribution. This bringsup a
limitationto thematching algorithnasthebiggerthedatasetto becomparedthelesscomputationally
efficientthe matchingwill be. Asdefinedin Eq. (48), a good rule of thumb is to define an area of
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maximum +1 30 around the INS point sina30 representshe boundariesvhere99.73%of the
probabilitieswill rely in a Gaussiaristribution.

Y  awheo Y o0, 0w Y o, Ty
Although the uncertainty area is defined by a circle with radiis 3quare shape is selected due to
computational addphlity. Additionally, it is possible to define the boundaries for ¥h@ndY
positions if the independent covariances are available respectively.
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INS Point
+: 30 73 (2, 9)
T ‘/e Real Point
-30 -S(x,y)

Figure61. Uncertainty Area Boundaries

Whenthevehiclestartsnavigating,magnetometesensorsneasurethemagnetid i e rnagjrotisde,

Hm = [hm1, hm2, ..., hmn] at each time step (k; 1,2,...,N). Additionally, each valud®is associated
with a position in space estimated by the INS that will be denotéd @ssen this statement, there
will be N positionpointsthatdefinesthe entiretrajectory”Y= ["'YR'YF "Y]. Following Eq. (48), the
uncertaintyarea can be described asHigure61. It must be emphasized that the uncertainty area
can be variable ihdependent covariances for the positions are available.

Eachpoint within the uncertainty area, denoted &, j), has a magnetic value defined by the map.
The objective is to compare the measurement taken at samplk watte all the magnetic values
assigned to each poiimt thearea. Astraightforwardnitial approachs to selectthe magneticvalue
of the uncertainty area closest to the taken measurement at each iteration, as show@% Eq.
However, all measuremenystemsnherentlysuffer from noiseandexternalfactorsthatmay cause
disturbancesntroducingadditionalnoise into the correlatiorAs a result, it is necessary to develop
a more robust expression like E§0), which considers prior measurements instead of relying solely
on Eq.(49).

670 0 0 5y O AN Y T w
Therearefour importantcorrelationrulesusedin correlativeanalysis: ProductCorrelation(PROD),
Normalzed Product Correlation (NPROD)MeanAbsoluteDeviation (MAD), and mean variance
algorithm(Ying Liu et al. 2008)Wei et al. 2011)PRODandNPRODfocusonthesimilarity between
two setswhile MAD emphasizethedegreeof differencebetweerthe sets.Althoughall optionsare

widely used, theMAD algorithmhasbeenchoserfor this study based on referen¢&sg Liu et al.
2008)(Chang 2017)and it follows the mathematical expression as follows:
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Equation(50) is evaluatedor the entiretrajectory,referringto all the sampledimesof the mission.
However, itis importantto note that the longer the setof points being evaluatedthe higherthe
potential false certainty ofthe algorithm, which may convergeto an incorrectunique solution.
Converselyusingashortsetof points may cause the algorithm to constantly switch between guesses
due to noise interference affecting overall convergei¢ihin this algorithm, it is assumed that
there ara by j parallel paths to be compared with the measured seqtkncehe MAD algorithm
identifies the path in the uncertainty area that deviates the least from the measured sequence.

Finally, it is usedthe nearestuclideandistanceo assignthe highestprobability to the closestpoint

onthe mapwith thesamemagneticvaluemeasuredby thesensorFigure62illustratesanexampleof

theal gor i t hmo s Imathegpimptemeantatiartthe tocation of eachpoint matchingthe
contourcurveis compared to the location of the estimated position, and the closest one becomes the
most probable estimatiohis process is carried out to enhance the reliability of the geomagnetic
estimation.
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Figure62. Representation of the Nearest Distant point

The NEDP can be calculated by evaluating the 2D distance of all the points in the uncertainty area
againsthegeomagnetimatchingposition.Thiscanberepresentedsshownin Eg. 51, wherei

andw istheresultinglocationfrom theMAD algorithmatthegiveniteration,andd . and

@ . areall the locations that satisfy the measurement contour curve inside the uncertainty

are

L, 4L
1= pis) |

5.7 Test and Evaluation of the Developed Systems

Thetestandevaluationphaseof the developedsystemsncompassesoth the Optical Flow visual
odometry systeraswell asaninitial approaclof thegeomagnetiaavigationsystemusingthe ICCP
algorithmandthe NEDPalgorithm. This sectionfocuseson testcasedusedto assesshe accuracy,
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reliability, androbustness otheseintegratedsystems. Thegeneralarchitectureof the framework
remainsaspresentedn Figure46, with the guidance and navigation depictedrigure53, and the
controller illustrated irFigure52.

Testingthe combinedsysteminvolves simulatingand conductingreatworld experimentsvherethe

v e h i mdgreetioseasurements aneatchedvith the geomagnetidatabasefor positionestimation,

while simultaneouslyutilizing the Optical Flow systemfor velocity measurementsEvaluation
metricsshouldconsider the accuracy of the position and velocity estimations, the ability to handle
noise and external factors, the overall computational efficiency, and the performance of the integrated
systems.

5.7.1Performance OverDegradedAccessibility
A test case scenario is proposed by commanding the refdrejemory depicted ifigure49, over
the designed environment under a set of initial conditions for the satellite model and vEhele.
evaluation of visible satellites is performed at every time step of a mission simulation within the
world map by using the Ephemeris model and the proposed signal shadowing alg@ithrthis
approach, it is possible to calculate the visible satellites across the entire map at a given Epoch, as
shown inFigure63. The satellite availability is represented as a heat map, illustrating the number of
directly visible satellites.
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Figure63 .Heat map of Available Satellites within a Defined Epoch @ Z=8m.
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Additionally, the positionuncertaintycovariancegiven by the modelis calculatedby meansof the
PositionDilution Of Precision (PDOP), which is highly dependentatellite geometryCommonly,
but not necessarilyhereis acorrelationbetweertheincreasen uncertaintyandthereductionin the
numberof visible satellites.This relationship can be observedHigure 64 for the presented case
(A. Cuenca and H. Moncayo 2023)
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GPS Covariance vs Visible Satellites
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Figure64. Relation between Positioning uncertainty and visible Satellites

Areaswith a highernumberof visible satellitestendto havelower PDOPvalues,indicatingbetter
accessto a geometricaldistribution of satellitesand, consequently,a more accurateposition
estimation.Conversely, areas with fewer visible satellitggically exhibit higher PDOP values,
reflecting the degraded satellite geometry and resulting in a less accurate position estimation.
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Figure65. Vehicle Position estimation without enhancing strateyigsicle Trajectoryand PDOP Vehicle
Positioningover planeXY.

Finally, the position estimationwas obtainedthrough the fusion of sensordataand GPS signal
integration undetheKalmanfilter framework.Figure65 illustratesheexecutedrajectory thePDOP
obtainedby thevisible sequences of satellites over the trajectory, and the resulting position estimation,
which could oscillatearoundeight meters. This level of accuracyis generallyconsideredo be
relativelylow for UAV operations.

Despite the relatively low accuracy in certain parts of the trajectory, the integration of sensor data
and GPS signals through the Kalman filter can gtitbvide valuable information for navigation and
control purposes. Howevat,is crucialto recognizethe limitationsof thes y s t merfoérancen
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theseconditions andconsideradditional strategiesor sensormodalitiesto enhancethe overall
accuracyandreliability of the navigation system for UAV operations.

5.8 Optical Flow Integration

The simulationenvironmenbffers a flexible platformfor integratingvarioussensorgo the vehicle
model,enablingacomprehensivevaluationof their performanceainderdifferentconditions.In this

case,a monocular cameravith a resolutionof 752x480 pixels and a focal length of 230 was
incorporatednto thesimulation, along with an ultrasound sensor for altitude measurement as shown
in Figure66. These sensors provide the required data for the Optical Flow visual odometry system.
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Figure66. Simulated Camera Field for Optical Flow Assessment.

The simulation environment allowed to capture from the monocular camera, images at a frame rate
of 30 frames per second\aell as Inertial Measurements provided at a rate of 100/beffectively

process the data from the monocularcamera,the ShiTomasifeature detectionalgorithm was
employedto identify salient visual features in each image frafike LucasKanade Optical Flow
algorithm was then used to trattke movementof thesefeaturesbetweenconsecutiveframesas
illustratedin thesequencéepictedn
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Figure 67, yielding estimates of their 2D displacement in the image pl&yecombining this
information with the pinhole camera model, the 3D motion of the vehicle could be estimated in the
world frame.
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Figure67. Consecutive Camera Frame Sequence and its Optical Flow Visualization

Figure68 presents the results of the vehicle velocity estimation derived from only the Optical Flow
visual odometry systemThe graph illustrates that the velocity estimation is quite accurate when
features are availabldt is noteworthythatthereis somelow-level noisepresentn the estimated
velocity, which canbe attributed to the vibrations of the vehicle while in motibhese vibrations

can cause slight oscillations of the image pixaigtured by the camera, subsequently affecting the
Optical Flow calculations.
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